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1 Test Platform

These tests have been performed with the javacard J3R180.

1.1 Downloading TLS-SE.cap

The file winscard.dll is a dynamic SHIM library that enables the use of GPSHELL software
with RACS server.

There are two ways for downloading TLS-SE.cap application in Javacard
- To use GPSHELL without RACS server, rename the file winscard.dll) to winscard.dll
- To use GPSHELL with RACS server, start run_iose.bat

GP3_LIST.bat lists the javacard embedded applications
GP3 Install tlsse.bat loads tls-se.cap in the javacard

2 Tests TLS

These tests require an Internet of Secure Element (IoSE) server using IP loopback address and
port 8888 for TLS front server.

To start IoSE server (winscard.dll is required)
e run_iose.bat (console version)
e run_iosew.bat (windows version)

2.1 test_openssl_trait

@echo off

set IP=127.0.0.1

set PORT=8888

set SN=keyl.com

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1CID1ELF20

set ID=Client identity

set MYCMD=.?00

REM

echo shellS://%SN%:%$PSK$@%IP%:$PORTS/ ?query=%$MYCMD%

echo %$MYCMD%|openssl s client -quiet -connect %IP%:%PORT% -servername $SN% -psk identity $ID%
-psk %$PSK% -tlsl 3 -groups P-256 -cipher DHE -ciphersuites TLS AES 128 CCM SHA256 -no_ticket
2>nul

PAUSE

shellS://keyl.com:0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1IF20@127.0.0.1:8
888/?query=.200
Ethertrust keystore 3.03

2.2 test_openssl

@echo off

set IP=127.0.0.1

set PORT=8888

set SN=keyl.com

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F20
set ID=Client identity

REM



openssl s client -connect %IP%:%PORT% -servername %SN% -psk identity %ID% -psk %PSK$ -tlsl 3
-groups P-256 -cipher DHE -ciphersuites TLS AES 128 CCM _SHA256 -no_ticket
PAUSE

CONNECTED (000001A0)

no peer certificate available
No client certificate CA names sent
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 252 bytes and written 375 bytes
Verification: OK

Reused, TLSv1.3, Cipher is TLS_AES 128 CCM_SHA256
Secure Renegotiation IS NOT supported

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

200

Ethertrust keystore 3.03

202

read:errno=0

2.3 test_auth

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

set IDENTITY=Client identity

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1ELIF20

set
CAPub=046099836D971593AAA2C1C32B6DBOEF9521041795E21CF1E7511DF3BD358F97DF358B33A875E359CBE23616
3D6DBAEDFEC6C9393522C7EBC25A7CC85E1FOATD67

set CAPriv=5CDEE66CAEDE933ADDOCA894393480A076431FCA3EE6ACIABELL29CES5F794120

REM

tlsse -c -H sign%CAPriv% -h $IP% -p %PORT% -S $SEN% -H identity$%IDENTITY$ -H psk%PSK%
tlsse -c -H auth%CAPub% -h %$IP% -p %PORT% -S $SEN% -H identity%IDENTITY% -H psk%PSK%
PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 1055 ms

Tx: ?20B

Rx:
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000

Tx: 20A

Rx:
0449AFEBF5F287CFF72C1A20180B8F30BDD6C4F4B929683C9461587A199A8741CB852C9160B6BI92F1F0BC76BABOSE6
A85CI9EF3C85AF01CE77A41343C12ABD7E4B3

Tx:
?0EB04D5780105E701271E7D51ACCBF4F01FDE5322021F502D0444C3ED53BB67A45A88C1CFD4489751E87CESADDF49
E73A49E32E9F039906568EEAB22BA41887D04

Rx: OK

ClientSession with keyl.com opened in 1899 ms

TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 954 ms

Tx: 20A

Rx:
0449AFEBF5F287CFF72C1A20180B8F30BDD6C4F4B929683C9461587A199A8741CB852C9160B6B92F1FOBC76BABOSF6
A85CI9EF3C85AF01CE77A41343C12ABD7E4B3

Tx: ?20B

Rx:
B04D5780105E701271E7D51ACCBF4F01FDES5322021F502D0444C3ED53BB67A45A88C1CFD4489751E87CESADDF49E73
A49E32E9F039906568EEAB22BA41887D04

Tx: ?0C209A50EE407836FD124932F69E7D49DCAD4AF14F2444066D06BC430B7323BA122

Rx:
30440220475751971685B93963A42298310304E9321B6990088480B47521D6FC53FFBAAD02204222A428C01FD3BC6D
C56BC286EC3E780A0C6D1ICF36717474D701AF583A0C4CC



Device keyl.com is authenticated...
ClientSession with keyl.com opened in 1860 ms

TLS1.3 Disconnected from keyl.com

2.4 test_echo

@echo off

set PORT=8888

set SEN=keyl.com

set IP=127.0.0.1

set nb=001

set
V256=1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789
O0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abedef

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1E1F20

set id=Client identity

REM

REM echo 256 characters

tlsse -c -H @%nb%?01%V256% -H #202 -S $SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256
-H psk%PSK% -H identity%id$%

REM echo 512 characters

tlsse -c -H @%nb%?01%V256%%V256% -H #?02 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK$ -H identity%id%

REM echo 128 bytes hexa coded

tlsse -c -H @%nb%$?FF%V256% -H #?02 -S $%SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256
-H psk%$PSK% -H identity%id%

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 1062 ms
ClientSession with keyl.com opened in 1062 ms

Send:
2011234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890a
bcdefl234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef123456789
Oabcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef

Recv:
1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

in 750 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 980 ms

ClientSession with keyl.com opened in 980 ms

Send:
2011234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890a
bcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef123456789
Oabcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123
4567890abcdef1234567890abcdef1234567890abcdef

Recv:
1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456
7890abcdefl1234567890abcdefl123456789%0abecdef

in 1187 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 968 ms

ClientSession with keyl.com opened in 968 ms

Send:
?FF1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890a



bcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789
0abcdef1234567890abcdefl1234567890abcdef1234567890abcdef123456789%0abedef

Recv:
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ARCDEF1234567890ABCD
EF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ARCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

in 875 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.5 test_guest

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1D1EIF20

set id=Client identity

REM

tlsse -c -H #?AA%PSK%%PSK% -H #?A0%PSK% -H #?A1 -H #205Client identity -H#?06guest -H
#?A80507 -H #?A501 -H #7202 -S %SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

REM

set id=guest

tlsse -c -H #?00 -H #?FFabcd -H #?02 -S $SEN% -s -p $PORT% -h
SHA256 -H psk%PSK% -H identity$%id$

REM

set id=Client identity

tlsse -c -H #?A80503 -H #?02 -S %SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

REM

set id=guest

tlsse -c -H #?FFabcd -H #?02 -S %SEN% -s -p %PORT% -h $IP%$ -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

REM

set id=Client identity

tlsse -c -H #?A500 -H #?A80507 -H #?02 -S %$SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK% -H identity$%id$

REM

set id=guest

tlsse -c -H #?00 -H #202 -S S%SEN% -s -p $PORT% -h %$IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

IP% -1 TLS13-AES128-CCM-

o

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 899 ms
ClientSession with keyl.com opened in 899 ms

Send:
?AA0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1IDIELIF200102030405060708090A0B0OCODO
EOF101112131415161718191A1B1C1D1ELF20

Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1ELIF20

in 576 ms

Send: ?A00102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1EL1F20
Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1ELF20

in 254 ms

Send: ?Al

Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1ELIF20

in 117 ms

Send: 205Client identity

Recv: Client identity

in 87 ms

Send: ?06guest

Recv: guest

in 73 ms
Send: ?A80507
Recv: OK

in 68 ms
Send: ?A501
Recv: OK

in 68 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888



ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 926 ms
ClientSession with keyl.com opened in 926 ms

Send:
?AA0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1IDIELIF200102030405060708090A0B0OCODO
EOF101112131415161718191A1B1C1D1E1F20

Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1D1ELIF20

in 590 ms

Send: ?A00102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1EL1F20
Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1D1IELIF20

in 250 ms

Send: ?Al

Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1ELIF20

in 125 ms

Send: ?05Client identity

Recv: Client identity

in 94 ms

Send: ?06guest

Recv: guest

in 78 ms
Send: ?A80507
Recv: OK

in 62 ms
Send: ?A501

Recv: OK
in 78 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 844 ms
ClientSession with keyl.com opened in 844 ms

Send: 200

Recv: Ethertrust keystore 3.03
in 297 ms

Send: ?FFabcd

Recv: ABCD
in 78 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 843 ms
ClientSession with keyl.com opened in 843 ms

Send: ?A80503

Recv: OK
in 282 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 844 ms
ClientSession with keyl.com opened in 844 ms

Send: ?FFabcd

Recv: ERROR

in 281 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 844 ms
ClientSession with keyl.com opened in 844 ms

Send: ?A500
Recv: OK

in 297 ms
Send: ?A80507

Recv: OK
in 62 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888



Using Sofware Identity Module
TLS1.3 Connection Failed with with keyl.com

2.6 test_console

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

set IDENTITY=Client identity

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1ELIF20

set
CAPub=046099836D971593AAA2C1C32B6DBOEF9521041795E21CF1E7511DF3BD358F97DF358B33A875E359CBE23616
3D6DBAEDFEC6C9393522C7EBC25A7CC85EL1FOATD67

REM

tlsse -c -H console ~-h %IP% -p $PORT% -S %SEN% -H identityS%IDENTITYS -H psk$PSK%
PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 1057 ms
ClientSession with keyl.com opened in 1057 ms
Send (! or : to exit)

200

Recv:

Ethertrust keystore 3.03

in 78 ms

Send (! or : to exit)

202

Recv:

TLS1.3 Disconnected from keyl.com

2.7 test_console_guest

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

set IDENTITY=Client identity

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F20

set
CAPub=046099836D971593AAA2C1C32B6DBOEF9521041795E21CF1E7511DF3BD358F97DF358B33A875E359CBE23616
3D6DBAEDFEC6C9393522C7EBC25A7CC85E1FOAT7D67

REM

tlsse -c -H #?A501 -h $IP% -p %PORT% -S %SEN% -H i1identity$IDENTITY$ -H psk%PSK%
set IDENTITY=guest

tlsse -c -H console ~-h %IP% -p $PORT% -S %$SEN% -H identityS%IDENTITYS -H psk$PSK%
set IDENTITY=Client identity

tlsse -c -H #?A500 -h %$IP% -p %PORT% -S %SEN% -H i1dentity$IDENTITY$ -H psk%PSK%
PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 920 ms
ClientSession with keyl.com opened in 920 ms

Send: ?A501

Recv: OK

in 281 ms

TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 844 ms
ClientSession with keyl.com opened in 844 ms
Send (! or : to exit)

200

Recv:

Ethertrust keystore 3.03

in 78 ms

Send (! or : to exit)

c00



Recv:
ERROR

in 78 ms
Send (!
202
Recv:

or

to exit)

TLS1.3 Disconnected from keyl.com

ConnectTo:

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 859 ms

keyl.com@127.0.0.1:8888

ClientSession with keyl.com opened in 859 ms

Send: ?A500
Recv: OK
in 281 ms

TLS1.3 Disconnected from keyl.com

2.8 test_set_ecc

@echo off

set SEN=keyl.com
set IP=127.0.0.1
set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1CIDIELF20
set id=Client identity

REM
set

pub0=0495C60DCFF9636B7603BD4C52B4048C260F9B87E3975F7599A072FCBD25B417ADDEACBDY72DFD55771E459CB
50C10079COAEC0136F822871BC860D771DC554F6C
set priv0=484B1E61536050B59505943FFED7C8A6A5639B2FF7B42600F889B470E67BF89F

set

publ=0411E4E60C0A2461F3A%4FC2F7ACBB6C527855BD08C90BO1320AE796178628531033B6C4FCC6C04DD8B278D97
238B6C34501FC120D461A16EBB35756D3CFDD43D2
set privl1=435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10

REM

set V32=1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

REM

tlsse -c -H
-H psk%PSK%
tlsse -c -H
-H psk%PSK%
tlsse -c -H
-H psk%PSK%
tlsse -c -H
-H psk%PSK%
tlsse -c -H
-H psk%PSK%
tlsse -c -H
-H psk%$PSK%
tlsse -c -H
-H psk%$PSK$%
tlsse -c -H
-H psk%$PSK%
REM

PAUSE

ConnectTo:

#c00

-H identity%id%
#P00%pub0%

-H identity%id%
#R00%priv0%

-H identity%id%
#s00%V32%

-H identity%id%
#C00

-H identity%id%
#P00%publ%

-H identity%id%
#R00%privls

-H identity%id%
#s00%V32%

-H identity%id%

-H

Using Sofware Identity Module
TLS1.3 Client keyl.com is connected in 1018 ms

ClientSession with keyl.com opened in 1018 ms

Send: c00
Recv: OK
in 359 ms
Send: 202
Recv:
ConnectTo:

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 978 ms

#202

#202

#202

#202

#202

#202

#202

#202

keyl.com@127.0.0.1:8888

-S

TLS1.3 Disconnected from keyl.com
keyl.com@127.0.0.1:8888

ClientSession with keyl.com opened in 978 ms

oo

IP%
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i
o
a°
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o
)
o©

a0
i
o
o°

a0
i
)
o©

a0
i
o
o°

a0
it
e}
a°

a0
i
o)
o°

-1

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256

TLS13-AES128-CCM-SHA256



Send:
P000495C60DCFF9636B7603BD4C52B4048C260F9B87E3975F7599A072FCBD25B417ADDEACRBD972DFD55771E459CB50
C10079COAEC0136F822871BC860D771DC554F6C

Recv: OK
in 437 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 963 ms
ClientSession with keyl.com opened in 963 ms

Send: R0O0484B1E61536050B59505943FFED7C8A6A5639B2FF7B42600F889B470E67BF89F
Recv: OK

in 406 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 964 ms

ClientSession with keyl.com opened in 964 ms

Send: s001234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef
Recv:
3045022068413DE51D1FB599905DC480BBA016AE91A411B474AC083627E372054A99EB99022100FD2E91CD69F43A5E
2ED1A5C22E6F7D85AC22AB8B7CB69ECA944D81F62ADF81F2

in 538 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 958 ms

ClientSession with keyl.com opened in 958 ms

Send: COO
Recv: OK
in 360 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 921 ms
ClientSession with keyl.com opened in 921 ms

Send:
PO00411E4E60COA2461F3A94FC2F7ACBB6C527855BD08C90B91320AE796178628531033B6C4FCC6C04DD8B278D9723
8B6C34501FC120D461A16EBB35756D3CFDD43D2

Recv: OK
in 453 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 961 ms
ClientSession with keyl.com opened in 961 ms

Send: R00435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10

Recv: OK
in 407 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 936 ms
ClientSession with keyl.com opened in 936 ms

Send: s001234567890abcdefl1234567890abcdefl1234567890abcdefl234567890abcdef

Recv:
30450221008E41RB005301CF611FAC865EB51CAD8DD6AAS29FE31D1654AA04CB0DA4B643853602207BE9A378F478EE6T
Al7E7FEOCB78DFCE1B587CDD766E1D478A50893DFFD96170

in 531 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
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2.9 test_set_rsakey_sign

echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

set nb=001

SET V32=1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

SET
V64=1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdef

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1IDIEIF20

set id=Client identity

REM

set
P=A6DBBA1977E559876A3F42A1AFFDS57AA1F402494E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D09CD8DE8
299F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CA5085873E10C59C2E68074C208A04297CE081F56679E092319
70D303A56238F7ABFOCB2EO9BSBFIOA51346EEE3DS0A3E2346B83A1D3EDOOFFCD36AFGE

set
QO=FE9644F0A6D0EF464238F38B53AF907474C5B12FE637E0095851F17AB1IFEA9BDIC745AE43BAEB0664969C2E5B091
21DC07D72235679CE7B36BB50AF74B2258724CES5DAELISF7EAEOD7A21F398EF1634606504B842A6076D6E0CDI9B04A3E
0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEASBTY

set
DP1=8288C6F001R1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C30AF044CROBIBF6B43B6BDC287
5C2B037D96D65292804DFCD7518A41D2E73DFCF6COF6F958EA4CT786B08C4780AE757702C5B637D6AFBA3B8CEDAFDTE
EDFA2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECES1S

set
DQ1=1AD2C856B6ACC2D91B3716E9F21A48550CCCI9B7BI997CFFICDC725DC7F8A3054D5603A863EDA9DD2A19C80BELDY9
75A124A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3E
8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88EQ07

set
PQO=7EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE45EE290757E68D7F5FBFEDDS3ETB
357C435DA908D3C5250F5842BD3178DE39C063D1BOEO01BO094537FASASESABSEOABBSESES96A517690DCE42F0E0C524
S5AD052E880B6BCEAE6BG6EIDB4C387280D2C7TEAA826F1IBA91CC5370D46E138E5C91860D5

set SIGN=1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

set
REF=403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD
1EO4EDIDED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACLI019E1D542CDFEQ3
247C3F0490A8D39E1EF7A3D443B6A9OB3535A2B7B7DA9978109BFECB4CDOSF45ED52C0001B961D2C706B7F3710863DE
D1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOEG6FDAOD453
172975101270ERBAB183E251510DD8A0ASD54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD1581
OE6BAF17525865F3D0D8771522235F887C7BD7503C5CBS8

set
MOD=ASEFF4538809B418C9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4AC1FOF48F
716D95B43A0E9AFB6D4F3E1ICFACB8F2CT7DI9D10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6B
FC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253B35C96213C75B54E696DA2
E8A08610698D3D4A702DEE6DESBA450DD82BD5120C33732858EF5F0CFF7CEFAS71167EFFDES17EB8F48E1A477582A1
F3DCES5A6BDE2ESFFF7569BB8B29223ADE10BF6D0OD1IC4B1AECB42EDBSDIBAFESCO2F1CB7E2F3A346D11E29D6DB48D3C
BEF621F83525296EE3B29D102FB9703EBF50F7E929AF59

set EXP=010001

REM

tlsse -c -H #c20 -H #?02 -S %SEN% -s -p %PORT% -h %$IP%$ -1 TLS13-AES128-CCM-SHA256 -H
psk$PSK% -H identity%id$%

tlsse -c -H #R2000%P% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%
tlsse -c -H #R2001%0Q% -H #?202 -S %SEN% -s -p %PORT% -h $IP%$ -1 TLS13-AES128-CCM-SHA256 -H

psk$PSK% -H identity%id$%

tlsse -c -H #R2002%DP1% -H #7202 -S S%SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

tlsse -c -H #R2003%DQ1% -H #?02 -S %SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk$PSK% -H identity%id$%

tlsse -c -H #R2004%PQ% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

tlsse -c -H #P2000%MOD% -H #7202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

tlsse -c -H #P2001%EXP% -H #?02 -S %SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

tlsse -c -H #s20%SIGN% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

echo Refx: SREFS%

REM

tlsse -c -H @%nbS%#se0%V64%%V32%%V325% -H #2?02 -S $%$SEN% -s -p %$PORT% -h $IP% -1 TLS13-
AES128-CCM-SHA256 -H psk$PSK% -H identity%id$%

REM
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PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 1052 ms
ClientSession with keyl.com opened in 1052 ms

Send: c20
Recv: OK
in 296 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 917 ms
ClientSession with keyl.com opened in 917 ms

Send:
R2000A6DBBA1977E559876A3F42A1AFFD57AA1F402494E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D09CD8
DF8299F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CAS5085873E10C59C2E68074C208A04297CE081F56679E092
31970D303A56238F7ABFOCB2EO9B8BFI9A51346EEE3D90A3E2346B83A1D3EDOOFFCD36AF6F

Recv: OK

in 609 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 957 ms

ClientSession with keyl.com opened in 957 ms

Send:
R2001FE9644F0A6D0EF464238F38B53AF907474C5B12FE637E0095851F17AB1FEA9BDIC745AE43BAEB0664969C2ELB
09121DCO07D72235679CE7B36BB50AF74B2258724CES5D4ELSF7EAEOD7A21F398EF1634606504B842A6076D6E0CDIB04
A3E0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEASBT

Recv: OK

in 625 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 962 ms

ClientSession with keyl.com opened in 962 ms

Send:
R20028288C6F001B1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C30AF044CBOBO9BF6B43B6BDC28
75C2B037D96D65292804DFCD7518A41D2E73DFCF6CIO9F6F958EA4C786B08C4780AE757702C5B637D6AFB43B8CEDAFD7
EEDFA2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECES15

Recv: OK

in 625 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 958 ms

ClientSession with keyl.com opened in 958 ms

Send:
R20031AD2C856B6ACC2D91B3716E9F21A48550CCCI9B7BI97CFFIOCDC725DC7F8A3054D5603A863EDA9DD2A19C80BELD
975A124A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3
E8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07

Recv: OK

in 610 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 927 ms

ClientSession with keyl.com opened in 927 ms

Send:
R20047EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE45EE290757E68D7F5FBFEDDS3E
7B357C435DA908D3C5250F5842BD3178DE39C063D1BOEO1B094537FASASES8ABSEOABBSESES96A517690DCE42F0EQCS
245AD052E880B6BCEAE6B6EODB4C387280D2C7EAA826F1BAS1CC5370D46E138E5C91860D5

Recv: OK

in 611 ms

Send: 202
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Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 956 ms
ClientSession with keyl.com opened in 956 ms

Send:
P2000A5EFF4538809B418CO9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4C1FOF48
F716D95B43A0E9AFB6D4F3ELICFACB8F2C7DOD10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6
BFC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253B35C96213C75B54E696DA
2EB8A08610698D3D4A702DEE6DESBA450DD82BD5120C33732858EF5F0CFF7CEFAS71167EFFDES17EB8FA8E1A477582A
1F3DCESAGBDE2ESFFF7569BB8B29223ADE10BF6D0OD1ICAB1IAECB42EDBS5DIB4FESCO2F1ICB7E2F3A346D11E29D6DB48D3
CBEF621F83525296EE3B29D102FB9703EBF50F7E929AF59

Recv: OK
in 906 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 943 ms
ClientSession with keyl.com opened in 943 ms

Send: P2001010001

Recv: OK
in 297 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 939 ms
ClientSession with keyl.com opened in 939 ms

Send: s201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1IDED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4BLFO1DEECE3EACI019E1DS542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD0OSF45ED52C0001B961D2C706B7F3710863DEDLF1
241399C08C09209B760AA596605BD9446040BF3D8CT7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1AF111292A38C06ED841R7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

in 922 ms

Send: 202
Recv: TLS1.3 Disconnected from keyl.com
Refx:

403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACLI019E1D542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD05F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CT7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 930 ms

ClientSession with keyl.com opened in 930 ms

Send:
#se01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef123456789%0abecdef

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1EO4
ED1DED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4BR1IFO91DEECE3EACLI019E1DS542CDFEQ03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD0O5F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CTE8187C659A47415724BC6311E859CDFACD7AOE6FDA9D4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1AF111292A38C06ED841R7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3D
BE47453E0095DC0OC505DC004FA8445B2AA96DD1IEO4EDIDED4CC681B13BB1ID7A2A8A246EA1IB63598ECFBF593A3F508A
AS55F37E4B1F91DEECE3EACI019E1D542CDFE03247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7BR7DA9978109BFECRB4
CDO5F45ED52C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8CT7E8187C659
A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1AF1I1L
292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8403B383E77
3512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0OC505DC004FA8445B2AA96DD1IEO4EDIDEDACC6
81B13BB1D7A2A8A246EAIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C3F0490A8D3
9E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECBACDOSFA45ED52C0001B961D2C706B7F3710863DED1IF1241399C08C
09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270EB
ABR183E251510DD8A0A5D54BE9BR4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF17525865
F3D0D8771522235F887C7BD7503C5CB8403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E00
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95DCOC505DC004FA8445B2AA96DD1EO4EDIDED4ACC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1L
F91DEECE3EAC1019E1D542CDFE03247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD0O5F45EDS
2C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8C7TE8187C659A47415724B
C6311E859CDFACD7AOE6FDA9D453172975101270EBAB183E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38C06E
D841B7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8

in 1495 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.10 test_rsa_cipher

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 1046 ms
ClientSession with keyl.com opened in 1046 ms

Send: c20
Recv: OK
in 313 ms
Send:

R2000A6DBBA1977E559876A3F42A1AFFD57AA1F402494E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D09CD8
DF8299F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CA5085873E10C59C2E68074C208A04297CE081F56679E092
31970D303A56238F7ABFOCB2EO9B8BFIA51346EEE3DI0A3E2346B83A1D3EDOOFFCD36AF6F

Recv: OK
in 413 ms
Send:

R2001FE9644FOA6DOEF464238F38B53AF907474C5B12FE637E0095851F17AB1FEASBDIC745AE43BAEB0664969C2ESB
09121DCO07D72235679CE7B36BB50AF74B2258724CESD4ELSF7EAEOD7A21F398EF1634606504B842A6076D6E0CD9B04
A3E0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEASBT

Recv: OK
in 406 ms
Send:

R20028288C6F001B1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C30AF044CBOBIBF6B43B6BDC28
75C2B037D96D65292804DFCD7518A41D2E73DFCF6CIO9F6F958EA4CT786B08C4780AE757702C5B637D6AFB43B8CEDAFD7
EEDFA2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECE815

Recv: OK

in 407 ms

Send:
R20031AD2C856B6ACC2D91B3716E9F21A48550CCCI9B7BI97CFFICDCT725DC7F8A3054D5603A863EDA9DD2A19C80BELD
975A124A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3
E8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07

Recv: OK
in 406 ms
Send:

R20047EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1IDE4ASEE290757E68D7FS5FBFEDDS3E
7B357C435DA908D3C5250F5842BD3178DE39C063D1BOEO01IBO094537FASASESABSEOABBSESES96A517690DCE42F0EOCS
245AD052E880B6BCEAEGBG6EIDBAC387280D2C7EAA826F1BAS1ICC5370D46E138E5C91860D5

Recv: OK

in 433 ms

Send:
P2000A5EFF4538809B418CO9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4C1FOF48
F716D95B43A0E9AFB6D4F3ELICFACB8F2C7DOD10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6
BFC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CRI253B35C96213C75B54E696DA
2EB8A08610698D3D4A702DEE6DESBA450DD82BD5120C33732858EF5F0CFF7CEFAS71167EFFDES17EB8FA8E1A477582A
1F3DCESAGBDE2ESFFF7569BB8B29223ADE10BF6D0D1IC4B1AECB42EDBSDI9BAFESCO2F1CB7E2F3A346D11E29D6DB48D3
CBEF621F83525296EE3B29D102FB9703EBF50F7E929AF59

Recv: OK

in 719 ms

Send: P2001010001

Recv: OK
in 79 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com

La syntaxe du nom de fichier, de répertoire ou de volume est incorrecte.
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 917 ms

ClientSession with keyl.com opened in 917 ms

Send: E001234

Recv:
AOB5F11085F9833CD81ASB3EDB378F669AB2BACF7143A3D8F004CDABD389EAC6F22732DC38E88D893E8373D6FA9806
ACB84CB3C316EF959B0102582A86EE1A3F2BB2ADFF704F14E3EF7A5310F62B45BES53EB3B95SBEACALIOS56FELI02295E3
40385E76033C5D18B629D92EE81396DC2942240AED159FEBF841DC2DDA3FS5DEDESDDBBALIED863CEEA2896E4589293F
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62481F5104871A1FOCE14E00487DAESCTEC6C852900D3E0943792B27EF1A1D91229CT7062F9E8927D74F5A78450E6F3
73BD50CFE7DB87B0663CF4A24E2E2D59A3D113096AA389114CD60CF3444DADAFAB783A931429CA779EEA84094C39F6
160E9A055E1E84864661CE71CD7C7AC01436A157A6

in 853 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 944 ms

ClientSession with keyl.com opened in 944 ms

Send:
dOOAOBS5F11085F9833CD81A5SB3EDB378F669AB2BACF7143A3D8F004CDABD389EACEOF22732DC38E88D893E8373D6FA9
806ACB84CB3C316EF959B0102582A86EE1A3F2BB2ADFF704F14E3EF7A5310F62B45BES53EB3B95BEACALOS56FEL10229
5E340385E76033C5D18B629D92EE81396DC2942240AED159FEBF841DC2DDA3F5DEDESDDBBALIED863CEEA2896E45892
93F62481F5104871A1FOCE14E00487DAESCTEC6C852900D3E0943792B27EF1A1D91229C7062F9E8927D74F5A78450E
6F373BD50CFE7DB87B0663CF4A24E2E2D59A3D113096AA389114CD60CF3444DADAFAB783A931429CA779EEA84094C3
9F6160E9AOS55E1E84864661CE71CD7C7AC01436A157A6

Recv:
1234000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000

in 1487 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 911 ms

ClientSession with keyl.com opened in 911 ms

Send:
d00403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1
EO4ED1IDED4CC681B13BB1D7A2A8A246EA1B63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1ID542CDFE032
47C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDO5F45ED52C0001B961D2C706B7F3710863DED
1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOE6GFDA9D4531
72975101270EBAB183E251510DD8A0A5D54BE9B4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810
E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8

Recv:
0001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEERE
S0 0 D S I S e T S e T 2 D 0 2 D 0 < I 0 S T < O 0 S D 0 2 < D S I < D 0 S D 0 S I 0 e I S e T 2 e 0 2 2 D 0 2 D S o T S o T 2 T S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFEEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF

in 1453 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 855 ms

ClientSession with keyl.com opened in 855 ms

Send:
EOOOOOLFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEERE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
DD O U O U S U T S S S S £ S S S £ D S D 2 D 2 D 2 2 D 2 2 D 2 D 2 D 2 D 2 D 2 T 2 2 S S e
B D O U U U T I O O S S S S S S S S S S D S D 2 S D S D S T S T 2 T 2 T 2 T 2 T 2 T 2 I 2 T 2 T 2 2 S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF123
4567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDO5SF45ED52C0001B961D2C706B7F3710863DEDLF1L
241399C08C09209B760AA596605BD9446040BF3D8CT7TE8187C659A47415724BC6311E859CDFACD7AOEGFDAOD4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

in 1529 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 933 ms

ClientSession with keyl.com opened in 933 ms
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Send: #E801234

Recv:
AOBS5F11085F9833CD81A5B3EDB378F669AB2BACF7143A3D8F004CDABD389EACEOF22732DC38E88D893E8373D6FA9806
ACB84CB3C316EF959B0102582A86EE1A3F2BB2ADFF704F14E3EF7/A5310F62B45BES53EB3B95BEACALIOS56FEL02295E3
40385E76033C5D18B629D92EE81396DC2942240AED159FEBF841DC2DDA3F5DEDESDDBBALED863CEEA2896E4589293F
62481F5104871A1FOCE14E00487DAE8BCT7EC6C852900D3E0943792B27EF1A1D91229C7062F9E8927D74F5A78450E6F3
73BD50CFE7DB87B0663CF4A24E2E2D59A3D113096AA389114CD60CF3444DADAFAB783A931429CA779EEA84094C39F6
160E9A055E1E84864661CE71CD7C7AC01436A157A6

in 579 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 911 ms

ClientSession with keyl.com opened in 911 ms

Send:
#d80A0B5F11085F9833CD81A5B3EDB378F669AB2BACF7143A3D8F004CDABD389EACG6F22732DC38E88D893E8373D6FA
9806ACB84CB3C316EF959B0102582A86EE1A3F2BB2ADFF704F14E3EF7AS5310F62B45BES53EB3B95BEACALIOS6FEL022
95E340385E76033C5D18B629D92EE81396DC2942240AED159FEBF841DC2DDA3F5DEDESDDBBALIED863CEEA2896E4589
293F62481F5104871A1F0CE14E00487DAESCT7EC6C852900D3E0943792B27EF1AL1D91229C7062F9E8927D74F5A78450
E6F373BD50CFE7DB87B0663CF4A24E2E2D59A3D113096AA389114CD60CF3444DADAFAB783A931429CAT779EEA84094C
39F6160E9A055E1E84864661CE71CD7C7AC01436A157A6

Recv:
1234000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000

in 744 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 890 ms

ClientSession with keyl.com opened in 890 ms

Send:
#d80403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD
1EO04EDIDED4CC681B13BB1D7A2A8A246EAIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1DS542CDFEQO3
247C3F0490A8D39E1EF7A3D443B6AIB3535A2B7B7DA9978109BFECB4ACD0O5F45ED52C0001B961D2C706B7F3710863DE
D1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOE6FDAID453
172975101270EBAB183E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38C06ED841B7FS5F6182FC54A512CFD1581
OE6BAF17525865F3D0D8771522235F887C7BD7503C5CB8

Recv:
OOOlFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEE
B0 D O O O U S O S S S S S S £ £ £ S S S S D S D 2 D 2 D 2 D 2 D 2 D 2 I 2 T 2 T D S O 2 D 2 1 2 I I T S S
B I I I I I I I T T I I T £ S <l S <l 2 < T S T S T 2 I S T S T S T 2 T 2 T I 2 T 2 T 2 e
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFR
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF

in 766 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 897 ms

ClientSession with keyl.com opened in 897 ms

Send:
#E800001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
DD O U U O S U 0 S S S S S S S S S S £ £ S £ D 3 S 2 D 2 D 2 2 D 2 D 2 D S D 2 I 2 T 2 D 2 T 2 D S S e
B D O U U I O I O O I I T U T T O T S S S S S D S D S D S I 2 <l S D 2 T 2 <l 2 < i
B0 D O U U I O I O O S S S S S S S S S D S D D S S D S D S T 2 I 2 T 2 D 2 T 2 T 2 T 2 T 2 T 2 T 2 2 S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF12
34567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDO5F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CT7E8187C659A47415724BC6311E859CDFACD7TAOE6FDAOD4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

in 813 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
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ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 918 ms
ClientSession with keyl.com opened in 918 ms

Send:
#ECO0001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFR
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEERE
S0 0 I S I S e T S e T S D T 2 2 D 0 < I 0 S T < 0 S 0 2 < D S D < D 0 S D 0 S D 0 e I S e T 2 e 0 2 2 D 0 2 T S o T S o O 2 T S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF12
34567890ABCDEF1234567890ABCDEF1234567890ABCDEFO001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEE
S0 I 0 I S S e T e D T < D 0 S S S < S 0 2 D 0 D < < S I 0 e I < e < < 2 D < D S 2 o I S O S S
S0 0 I S S T S T S e T 2 D 0 2 D 0 2 I S 2 S T < D 0 2 D 0 2 < D S I < D 0 S D 0 e I S e < D < e D < 2 D 0 < D S O S e D S e O 2 2 D 0 2 2
B 0 I 0 I 0 I S T 2 I 0 I 0 I 0 I 0 8 D 0 D 0 2 I 0 I S 0 S I 0 2 I 0 I S T 2 I 0 2 2 I 0 2 I 0 2 I S 1 S 2 S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D060960
8648016503040201050004201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEFO0001FF
S0 D 0 I S S e T S D T < I 0 S I S S < S 0 2 D e i < < D S I 0 e I 0 e < e T < 2 < D S 2 O S S S
S0 0 I S I S e T S e T 2 e D T 2 D 0 < I 0 2 S T < 0 S D 0 2 < D S e D < D S D 0 S I 0 e I S e T 2 e 0 2 2 D 0 < D S 2 T S o T 2 T S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFEFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFR
FFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABRCDEFO001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEFFFEFFEE
B 0 I 0 I I S T I 0 I 0 I 0 I 0 T D 0 D 0 2 I 0 I 0 I S I 0 2 I 0 I S T 2 I 8 2 2 I 0 2 I 0 2 I S 1 S S
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFEEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503
040201050004201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1EO4
ED1DED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD0O5SF45ED52C0001B961D2C706B7F3710863DEDLF1
241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOEGFDA9D4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3D
BE47453E0095DCOC505DC004FA8445B2AA96DD1EO4EDIDED4CC681B13BB1ID7A2A8A246EAIB63598ECFBF593A3F508A
A55F37E4B1F91DEECE3EACI019E1D542CDFE03247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7RB7DA9978109BFECB4
CDO5F45ED52C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659
A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270EBABLI83E251510DD8A0A5D54BE9B4414F171BD1AF111
292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8403B383E77
3512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1IEO4ED1IDED4CC6
81B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C3F0490A8D3
9E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4ACDO5F45ED52C0001B961D2C706B7F3710863DED1F1241399C08C
09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270EB
AB183E251510DD8A0A5D54BE9B4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF17525865
F3D0D8771522235F887C7BD7503C5CB8403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E00
95DCOC505DC004FA8445B2AA96DD1EO4EDIDED4CC681B13BB1ID7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1L
F91DEECE3EAC1019E1D542CDFE03247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDO5F45EDS
2C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724B
C6311E859CDFACD7AOE6FDA9D453172975101270EBAB183E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38C06E
D841B7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8

in 2364 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 948 ms

ClientSession with keyl.com opened in 948 ms

Send:

#dC0403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DCO0C505DC004FA8445B2AA96DD
1EO4EDIDED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFEO3
247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDOS5F45ED52C0001B961D2C706B7F3710863DE
D1F1241399C08C09209B760AA596605BD9446040BF3D8CT7E8187C659A47415724BC6311E859CDFACD7AOEGFDAIDAS3
172975101270ERBAB183E251510DD8A0ASD54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD1581
OE6BAF17525865F3D0D8771522235F887C7BD7503C5CB8403B383E773512176786574CE741AD51133E9AC5866E7CFE
7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1IEO4EDIDED4CC681B13BB1ID7A2A8A246EA1IB63598ECFBF593A3F
508AA55F37E4B1F91DEECE3EACI019E1DS542CDFE03247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BF
ECB4CDO5SF45ED52C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187
C659A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270EBABL83E251510DD8A0ASD54BE9B4414F171BD1A
F111292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8403B38
3E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1IEO4EDIDED
4CC681B13BR1ID7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACLIO019E1D542CDFE03247C3F0490
A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CDO5F45ED52C0001B961D2C706B7F3710863DED1F1241399
C08C09209B760AA596605BD9446040BF3D8CT7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D4531729751012
70EBAB183E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD15810E6BAF1752
5865F3D0D8771522235F887C7BD7503C5CR8403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE4745
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3E0095DCOC505DC004FA8445B2AA96DD1IEO4EDIDED4CC681B13BB1ID7A2A8A246EA1IR63598ECFBF593A3F508AA55F37
E4B1F91DEECE3EACI1019E1D542CDFE03247C3F0490A8D39E1EF7A3D443B6A9R3535A2B7R7DA9978109BFECBACDOSF4
S5ED52C0001B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415
724BC6311E859CDFACD7AOE6FDA9D453172975101270EBABL83E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38
CO6ED841BT7F5F6182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CRB8

Recv:
OOOLlFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF0001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFRE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D0609608648
016503040201050004201234567890ABCDEF1234567890ABCDEF1234567890ARCDEF1234567890ABCDEF0001FFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFF003031300D0609608648016503040201050004201234567890ARCDEF1234567890ABCDEF
1234567890ABCDEF1234567890ABCDEFO001FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF003031300D06096086480165030402
01050004201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

in 2094 ms

2.11 test_pipe_sign

@echo off

set SEN=keyl.com
set IP=127.0.0.1
set PORT=8888

set nb=001
SET V32=1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef
SET

V64=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdef1234567890abcdef

SET
V128=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
Oabcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567
890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef

SET
V256=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
O0abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567
890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef12345
67890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789%90abcdefl123
4567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456789%90abecdefl
234567890abcdefl1234567890abcdef1234567890abcdef

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1IDIELIF20

set id=Client identity

REM

set nb=001

tlsse -c -H #C00 -H #G00 -H @%nb%#sc0%VvV256% -H #7202 -S %SEN% -s -p %$PORT% -h S%IP% -1
TLS13-AES128-CCM-SHA256 -H psk%$PSK% -H identity%id$

tlsse -c -H #c20 -H #g20 -H @%nb%#se0%V64%%V32%%V32% -H #?02 -S $SEN% -s -p %PORT% -h SIP%
-1 TLS13-AES128-CCM-SHA256 -H psk%PSK% -H identity%$id$%

REM

PAUSE

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 891 ms
ClientSession with keyl.com opened in 891 ms

Send: CO00
Recv: OK
in 329 ms
Send: GOO
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Recv: OK

in 140 ms

Send:
#sc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456789%0abecdefl2
34567890abcdefl1234567890abcdefl1234567890abedef

Recv:
3045022100CF98EB9F7B996122F903F53DA0ECCDE3DAO04C8B8291D293073B07B61BA3B3D7022034FA8C3906910411
107DC47B08589DDD15885039306FCACCDF23FC72482C97523045022100829E7FAA3E3D4DB5BBF5BCAC41C9C0013120
4A2D60BEEE199459DB06EB843B2B02201699D0F3F6D888CC279CB525CEDADC74BE37DB91317B77824BE476075FA4B5
783046022100F63A8E9221DEBDDBF2D35D7F6C1ICFA9792390FF3E7DC879F7F097B81427D69ER022100DD233FDCADB3
5684DC462916D284B73A1071A6F75C8904704B85E79019893B903045022018F1CE62C77EL01FAO012CCF76892DAABY
0A36CE2A73FEB0EC9302610265ADDC0221008453280F6BEF8667E3CD85F86091AE6905B904ADA9386EC705E4CFBB6C
7449723046022100AA400E40491EE11105F3EC61ADBADF083607FA3C8640BAESCAC65B343CAA3F40022100D92793EB
D64048EC095EF553A27FCC6F2921BB28102B62DB4C0F5741359413E530450220683411627797C81AFB043A9C572529
0OEE9721440785EF736D8B4E109CDE3943A022100861350172347E2E2D3F76C6DBB90C3D2C09C773BBAAF014043121A
005FEA53DE3046022100FEO9FC563EEED77249FA8AA05471ESBDF1D23D1D28424A9AF9AFB6D2A0D145C1022100F364
6375008AA4F3142982096E29B787439EDDBFD25544AA02503C4DD726BF71304602210096A6B0711B45DBE6209F48D9
4E20ACD2BDCFD5F8E3225DA99DE35A1070F1C63F022100C1E97F5FB02D99DD747507D12513E3B4A60D833393ED716F
B780AE30E2C30678

in 1001 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 798 ms

ClientSession with keyl.com opened in 798 ms

Send: c20
Recv: OK
in 283 ms
Send: g20
Recv: OK
in 1550 ms
Send:

#se01234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
383FFF4F4F336A9BB1A02ATE96D645BBI9E94739EE9AAE4A0840E3A367D0748830BA1D063DCA78F59533C506743909E
14FB421801BB6DC5C3179D88657FF4409A6A75A648A509DDECES58BF65963B385A9A813D73EDCBAAS6B6414897B026
CFDOB3CF048A30264D3541B82759C556E0CA7C635471DB3527D2CDF159AD28E3B67B07E7785F846DA9BODD8D321B97
B746509A923E9BC7CD2ESB8B6B1AG3BEEE49D838C3E149F827AE26D66BBDCOA32A31AF7788E08A19D3DC2A48DCT7F1C
41B73E36AA3C626D3985C3AEEF88CE3F83BBES8233215B310DDC8050840F3C119A6275A29A209BEEB0126454BCD2585
97962CD02458DA77183A552CCBAC647B1F7B48FD61383FFF4F4F336A9BB1A02ATEY6D645BBIE94739EEOAAE4A0840E
3A367D0748830BA1D063DCA78F59533C506743909E14FB421801BB6DC5C3179D88657FF4409A6A75A648A509DDECES
58BF65963B385A9A813D73EDCBAAS56B6414897B026CFDOB3CF048A30264D3541B82759C556E0CA7C635471DB3527D2
CDF159AD28E3B67B07E7785F846DA9B0ODD8D321B97B746509A923E9BC7CD2E8B8B6B1A63BEEE49D838C3E149F827AE
26D66BBDCOA32A31AF7788E08A19D3DC2A48DC7F1C41B73E36AA3C626D3985C3AEEF88CE3F83BBE8233215B310DDC8
050840F3C119A6275A29A209BEEB0126454BCD258597962CD02458DA77183A552CCBAC647B1F7B48FD61383FFF4F4F
336A9BB1A02ATE96D645BBOE94739EE9AAE4A0840E3A367D0748830BA1D063DCAT8F59533C506743909E14FB421801
BB6DC5C3179D88657FF4409A6A75A648A509DDECES58BF65963B385A9A813D73EDCBAAS6B6414897B026CFDOB3CF04
8A30264D3541B82759C556E0CA7C635471DB3527D2CDF159AD28E3B67B07E7785F846DA9B0ODD8D321B97B746509A92
3E9BC7CD2E8B8B6B1A63BEEE49D838C3E149F827AE26D66BBDCOA32A31AF7788E08A19D3DC2A48DCT7TF1C41B73E36AA
3C626D3985C3AEEF88CE3F83BBES233215B310DDC8050840F3C119A6275A29A209BEEB0126454BCD258597962CD024
58DA77183A552CCBAC647B1F7/B48FD61383FFF4F4F336A9BB1A02ATES6D645BBI9E94739EE9AAE4A0840E3A367D0748
830BA1D063DCAT78F59533C506743909E14FB421801BB6DC5C3179D88657FF4409A6A75A648A509DDECES558BF65963B
385A9A813D73EDCBAAS56B6414897B026CFDOB3CF048A30264D3541B82759C556E0CA7C635471DB3527D2CDF159AD28
E3B67B07E7785F846DA9BODD8D321B97B746509A923E9BC7CD2E8B8B6B1IA63BEEE49D838C3E149F827AE26D66BBDCO
A32A31AF7788E08A19D3DC2A48DCT7F1C41B73E36AA3C626D3985C3AEEF88CE3F83BBE8233215B310DDC8050840F3C1
19A6275A29A209BEEB0126454BCD258597962CD02458DA77183A552CCBAC647B1F7B48FD61

in 1213 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.12 test_aes

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F20
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set id=Client identity

REM

REM https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
REM F.1 ECB Example Vectors

REM F.1.1 ECB-AES128.Encrypt

REM Key 2b7el151628aed2a6abf7158809cf4f3c

REM Plaintext 6bclbee22e409f£96e93d7e117393172a
REM Ciphertext 3ad77bb40d7a3660a8%ecaf32466ef97
REM Plaintext ae2d8ab71e03ac9c9eb76fac45af8ebl
REM Ciphertext £5d3d58503b9699de785895a96fdbaaf
REM Plaintext 30c81lc46a35ced4lleb5fbcll91lalab2ef
REM Ciphertext 43b1cd7£598ece23881b00e3ed030688
REM Plaintext £69£2445df4£9b17ad2b417be66c3710
REM Ciphertext Tb0c785e27e8ad3£8223207104725dd4
REM

REM

set nb=001

set

H256=6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117
393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7el
17393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7
el17393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93
d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e
93d7e117393172a6bclbee22e409f96e93d7e117393172a

SET
V128=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
O0abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567
890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef

SET
V256=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
O0abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567
890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl23
4567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl
234567890abcdef1234567890abcdef1234567890abcdef

REM

tlsse -c -H #t002b7e151628aed2a6abf7158809cf4f3c -H #A006bclbee22e409f96e93d7e117393172a -H
#a003ad77bb40d7a3660a8%ecaf32466ef97 -H #t012b7el51628aed2a6abf7158809cf4f3c -H
#A0lae2d8a571e03ac9c9eb76fac45af8e51 -H #a01£5d3d58503b9699de785895a96fdbaaf -H
#t022b7el51628aed2a6abf7158809cf4f3c -H #A0230c81lcd46a35cedlle5fbcll9lalab2ef -H
#a0243b1cd7£598ece23881b00e3ed030688 -H #t032b7el51628aed2ababf7158809cf4f3c -H
#203f69f2445df4f9b17ad2b417be66c3710 -H #a037b0c785e27e8ad3£8223207104725dd4 -H #202 -5
$SEN% -s -p $PORTS$ -h $IP% -1 TLS13-AES128-CCM-SHA256 -H psk%PSK$ -H identity%id%

REM

tlsse -c -H
#2006bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e1173
93172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e93d7ell
7393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e
117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d
7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e9
3d7e117393172a6bclbee22e409£96e93d7e117393172a -H #202 -S %SEN% -s -p %PORT%$ -h $IP% -1
TLS13-AES128-CCM-SHA256 -H psk%PSK% -H identity%id%

REM

tlsse -c -H ##Ac06bclbee22e409f96e93d7e117393172a -H ##ac3ad77bb40d7a3660a89%ecaf32466ef97 -H
#202 -S  %SEN% -s -p %PORT% -h $IP%$ -1 TLS13-AES128-CCM-SHA256 -H psk%PSK$ -H identity%id%
REM

tlsse -c -H Q@%nb%#ac0%H256% -H #202 -S S$SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK$ -H identity$%id$

REM

tlsse -c -H Q@%nb%#Ac0%H256% -H #202 -S $SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK$ -H identity%id%

REM

tlsse -c -H Q@%nb%#Ac0%H256%%H256% -H #202 -S $SEN% -s -p $PORT% -h
CCM-SHA256 -H psk%PSK% -H identity%id%

REM

tlsse -c -H Q@%nb%#AcO0%H256%%H256%%H256%%H256% -H #?02 -S S$SEN% -s -p $PORT% -h %IP% -1
TLS13-AES128-CCM-SHA256 -H psk%PSK% -H identity%id$

REM

PAUSE

o

IP% -1 TLS13-AES128-

ClientSession with keyl.com opened in 905 ms

Send: t002b7el51628aed2a6abf7158809cf4f3c
Recv: OK
in 317 ms
Send: A006bclbee22e409f96e93d7e117393172a
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Recv: 3AD77BB40D7A3660A89ECAF32466EF97

in 154 ms

Send: a003ad77bb40d7a3660a89ecaf32466e£97
Recv: 6BC1lBEE22E409F96E93D7E117393172A

in 141 ms

Send: t012b7el51628aed2a6abf7158809cf4f3c
Recv: OK

in 110 ms

Send: A0lae2d8ab71e03ac9c9%eb76fac45af8e51
Recv: F5D3D58503B9699DE785895A96FDBAAF

in 140 ms

Send: a01£5d3d58503b9699de785895a96fdbaaf
Recv: AE2D8A571E03AC9CIO9EB76FAC4A5AF8ES]L

in 142 ms

Send: t022b7el51628aed2a6abf7158809cf4f3c
Recv: OK

in 110 ms

Send: A0230c8lc46a35ced4llebfbcll9lalab2ef
Recv: 43B1CD7F598ECE23881B00E3ED030688

in 141 ms

Send: a0243blcd7£598ece23881b00e3ed030688
Recv: 30C81C46A35CE411ES5FBC1191A0AS52EF

in 154 ms

Send: t032b7el51628aed2a6abf7158809cf4£f3c
Recv: OK

in 101 ms

Send: A03f69f2445df4£f9b17ad2b417be66c3710
Recv: 7B0C785E27E8AD3F8223207104725DD4

in 141 ms

Send: a037b0c785e27e8ad3£8223207104725dd4
Recv: F69F2445DF4F9B17AD2B417BE66C3710

in 143 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 792 ms
ClientSession with keyl.com opened in 792 ms

Send:
AO006bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e11739
3172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117
393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e93d7e117393172abbclbee22e409£96e93d7el
17393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7
el17393172a6bclbee22e409f96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409£96e93
d7e117393172a6bclbee22e409£96e93d7e117393172a

Recv:
3AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF
973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466
EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF324
66EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF3
2466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECA
F32466EF973AD77BB40D7A3660A89ECAF32466EF97

in 1401 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 815 ms

ClientSession with keyl.com opened in 815 ms

Send: #AcO6bclbee22e409£96e93d7e117393172a
Recv: 3AD77BB40D7A3660A89ECAF32466EF97

in 317 ms

Send: #ac3ad77bb40d7a3660a89%ecaf32466e£f97
Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 805 ms
ClientSession with keyl.com opened in 805 ms

Send:

#acO6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e1173
93172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7ell
7393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e93d7e
117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d
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7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e9
3d7e117393172a6bclbee22e409£96e93d7e117393172a

Recv:
500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085
F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F0
85F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38
FO085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C
38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B667C38F085F1500594E20D6D6C8C716B66
7C38F085F1500594E20D6D6C8C716B667C38F085F1

in 742 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 807 ms

ClientSession with keyl.com opened in 807 ms

Send:
#AcO06bclbee22e409£96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e1173
93172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7ell
7393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e
117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d
7e117393172a6bclbee22e409£96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409f96e9
3d7e117393172a6bclbee22e409£96e93d7e117393172a

Recv:
3AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF
973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466
EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF324
66EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF3
2466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECA
F32466EF973AD77BB40D7A3660A89ECAF32466EF97

in 751 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 815 ms

ClientSession with keyl.com opened in 815 ms

Send:
#AcO06bclbee22e409£96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e1173
93172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7ell
7393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e
117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e93d
7€117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e9
3d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96
€93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f
96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e40
9£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bbclbee22e
409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee2
2e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a

Recv:
3AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF
973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466
EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF324
66EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF3
2466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECA
F32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89E
CAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A8
9ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660
AB9ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A36
60A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A
3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF97

in 1185 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 811 ms

ClientSession with keyl.com opened in 811 ms

Send:

#AcO06bclbee22e409£96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e1173
93172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7ell
7393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172abbclbee22e409£96e93d7e
117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d
7e117393172a6bclbee22e409£96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6bclbee22e409f96e9
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3d7el117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96
€93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f
96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e40
9f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e
409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee2
2e409£96e93d7e117393172a6bbclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbe
e22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bcl
bee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bbclbee22e409£96e93d7e117393172a6b
clbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a
6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e11739317
2a6bbclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393
172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e1173
93172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d7ell
7393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e93d7e
117393172a6bclbee22e409£f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409£96e93d
7e117393172a6bclbee22e409£96e93d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409f96e9
3d7e117393172a6bclbee22e409f96e93d7e117393172a6bclbee22e409£96e93d7e117393172a

Recv:
3AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF
973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466
EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF324
66EF973AD77BRB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF3
2466EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECA
F32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89E
CAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A8
9ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660
AB9ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A36
60A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A
3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D
TA3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB4
0D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77B
B40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF973AD7
7BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF973A
D77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF97
3AD77BB40D7A3660A89ECAF32466EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF
973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466
EF973AD77BR40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF324
66EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF3
2466EF973AD77BRB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECA
F32466EF973AD77BB40D7A3660A89ECAF32466EF973AD77BB40D7A3660A89ECAF32466EF97

in 2074 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.13 test_hmac

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 998 ms
ClientSession with keyl.com opened in 998 ms

Send: t001234567890abcdefl234567890abcdefl123456789%0abcdefl234567890abcdef
Recv: OK

in 383 ms

Send: h001234567890abcdefl1234567890abcdef123456789%0abcdefl1234567890abcdef
Recv: DCBCS5A8291C33FFCA045E25DE02B055064BABCFF687EGF8BF583868E4284A42E

in 234 ms

Send: H001234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef
Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DBA4CBIE94AC4A6DFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402C

in 281 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 913 ms

ClientSession with keyl.com opened in 913 ms

Send: h0031323334

Recv: 9D34091D3C57EF75FEC29E0ES5B58B7508FF39A94FA2925241EC58A63A504DD7RB
in 409 ms

Send: m001234

Recv: 9D34091D3C57EF75FEC29E0E5B58B7508FF39A94FA2925241EC58A63A504DD7B
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in 156 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 905 ms
ClientSession with keyl.com opened in 905 ms

Send:
h401234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890a
bcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789
O0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345
67890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123
4567890abcdefl1234567890abcdef123456789%90abcdef

Recv:
DCBC5A8291C33FFCAQ045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO045E25DEO02B055064BABCFF687EGF8BFS583868E4284
A42EDCBCSA8291C33FFCAO045E25DEO02RB055064BARCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42E

in 1569 ms

Send:
H401234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890a
bcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789
0abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789%0abedef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DB4CBY
E94AC4A6DFACRBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402C469CCE80064300ECB49882A7B1
EA22844E357D36A9A75CE2EOB8B340C1D7F4CESF32D87351FCAED74FBF7D3A554A5F53A841F137173D137EEBI9EF826
EF54A30D469CCE80064300ECB49882A7B1EA22844E357D36A9A75CE2EOB8B340C1D7F4CE8F32D87351FCAED74FBE7D
3A554A5F53A841F137173D137EEBOEF826EF54A30D

in 954 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 903 ms

ClientSession with keyl.com opened in 903 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
DCBC5A8291C33FFCAO045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEO2B0S
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BARCFF687E6F8BEFS583868E4284
A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAO045E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E2
S5DEO2B055064BABCFF687E6F8BEF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BES583
868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BEF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33F
FCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42E

in 1470 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890ab
cdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890
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abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%90abcdef12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abedef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFOCAS95E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5EBCE7DB4CBY
E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3ESEBCE7DB4CBIE94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ESEBCE7DBA4CB9E94AC4A6DF4CB4D7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICAS95E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5ERC
E7DB4CB9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F25
58360FA984AT7FF5558B367FF195E3ES5EBCE7DB4CBIE94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926
BACFF9CA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ESEBCE7DB4CBO9E94AC4A6DFACBADTFE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF19
5E3E5EBCE7DB4CB9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402C0F8EF58356
0E4585454ABE7C70E939C696352354295204B237A1C0CT7F631EFFE2D8A77017838A1E065F2F0B6FBBF867C3D6923F8
A4E1E583C8E19A390C8ADCDBCAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42E3E6BA7070950011
20255F608CD91B16B7ED4D1IE6A958C7819A4E3CE738A3E4E1DICADFOE3CAE3EB24733DD1237B42CA2958D772BE7770
E9AF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7ED4D1IE6A958CT7819A4E3CE738A3E4E1DOCADFOE3CA
E3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7ED4D1E6GA
958C7819A4E3CE738A3E4E1DICADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3AT794D0E42E3E6BAT70
7095001120255F608CD91B16B7ED4D1E6A958C7819A4E3CE738A3E4E1DI9CADFOE3CAE3EB24733DD1237B42CA2958D7
72BE7770E9AF8CFA3A794D0E42E3E6BAT707095001120255F608CD91B16B7ED4DIEGA958C7819A4E3CE738A3E4ELIDISC
ADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7
ED4D1E6A958C7819A4E3CE738A3E4E1IDICADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42
E3E6BA707095001120255F608CD91B16B7ED4D1E6OAS58C7819A4E3CE738A3E4E1DICADFOE3

in 1691 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 883 ms

ClientSession with keyl.com opened in 883 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedef
1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%90abedef

Recv:
DCBC5A8291C33FFCAQ045E25DEO2B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B0S
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284
A42EDCBCSA8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE0
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQO45E2
5DE02B055064BABCFF687E6F8BF583868E4284RA42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BEF583
868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33F
FCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BEFS583868E4284A42E

in 1471 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef

Recv:
DCBC5A8291C33FFCAQ045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284
A42EDCBCS5A8291C33FFCAO45E25DEO2B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQ045E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BES83
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868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33F
FCA045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42F

in 1265 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl123456789%0abecdef

Recv:
DCBC5A8291C33FFCA045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEO2B0S
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687E6F8BF583868E4284
A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQ045E25DE02B055064BABCFF687E6F8BF583
868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO2R055064BARCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33F
FCA045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42E

in 1276 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%0abedef

Recv:
DCBC5A8291C33FFCA045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEO2B0S
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284
A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687E60F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQ045E25DE02B055064BABCFF687E6F8BF583
868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33F
FCA045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42E

in 1238 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdef12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890ab
cdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
DCBC5A8291C33FFCAO045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEO2B0S
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BEFS583868E4284
A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQO45E25DE02B055064BABCFF687E6F8BF583
868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8B
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F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E6F8BF583868E4284A42EDCBC5A8291C33F
FCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BARCFEF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BEFS583868E4284A42E

in 1271 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl23456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abecdefl2
34567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcd
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdef

Recv:
DCBC5A8291C33FFCAQ045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284
A42EDCBCSA8291C33FFCAO45E25DEO2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEQD
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ45E2
5DE02B055064BABCFF687EGF8BF583868E4284RA42EDCBC5A8291C33FFCAO45E25DEO02B055064BARCFF687E6F8BES583
868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBCS5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6EF8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687EG6F8BF583868E4284A42EDCBC5A8291C33F
FCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BEFS583868E4284A42E

in 1251 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890
abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef

Recv:
DCBC5A8291C33FFCAQ045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284
A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE0Q
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BES83
868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO045E25DE02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33F
FCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BEFS583868E4284A42E

in 1221 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abecdef

Recv:
DCBC5A8291C33FFCAQ045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284
A42EDCBCSA8291C33FFCAO45E25DEO02B055064BABCFF687E6F8BEF583868E4284A42EDCBC5A8291C33FFCAO45E25DEQ
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ45E2
5DE02B055064BABCFF687EGF8BF583868E4284RA42EDCBC5A8291C33FFCAO45E25DEO02B055064BARCFF687E6F8BES583
868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQO45E25DE02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCEFF687EGF8BF583868E4284A42EDCBC5A8291C33F
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FCAO045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064RABCFF687E6F8BF583868E4284A42EF

in 1219 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl123456
7890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdefl234
567890abcdefl1234567890abcdefl1234567890abcdef123456789%0abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abed
ef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef123456789%0abedef

Recv:
DCBC5A8291C33FFCAQ045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO045E25DEO02B055064BABCFF687E6F8BF583868E4284
A42EDCBCS5A8291C33FFCAO045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE0D
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6GF8BF583868E4284A42EDCBCS5A8291C33FFCAO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583
868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DEO02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33F
FCAO045E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCEFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42E

in 1243 ms

Send:
#hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abecdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
DCBC5A8291C33FFCAO045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B05
5064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO045E25DEO02B055064BABCFF687E6F8BF583868E4284
A42EDCBCS5A8291C33FFCAO045E25DEO2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE0D
2B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E
4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBCS5A8291C33FFCAQO45E2
5DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQO45E25DEO02B055064BABCFF687E6F8BF583
868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAQ
45E25DE02B055064BABCFF687E6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687E6F8B
F583868E4284A42EDCBC5A8291C33FFCAO45E25DE02B055064BABCFF687EGF8BF583868E4284A42EDCBC5A8291C33F
FCAO045E25DEO02B055064BABCFF687E6F8BF583868E4284A42EDCBCS5A8291C33FFCAO45E25DE02B055064BABCFF687E
6F8BF583868E4284A42EDCBC5A8291C33FFCAO45E25DEO02B055064BABCFF687EGF8BEF583868E4284A42E

in 1267 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 897 ms

ClientSession with keyl.com opened in 897 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abecdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef
1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%0abedef

Recv:
B91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5EBCE7DBACBI9E94AC4A6DF4ACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7TFF5558R367FF195E3E5EBCE7DR4CRY
E94AC4A6DFACRB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CR91821A06051C98F2558360FA9
84ATFF5558RB367FF195E3E5EBCE7DB4A4CBI9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
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595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5EBCE7DBA4CBI9E94AC4A6DFACB4D7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5ERC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7TFF5558BR367FF195E3E5ERCE7DBACB9E94AC4AA6GDFACBAD7FE29D11C556AR316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DB4CB9E94AC4A6DFA4CBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF19
SE3ES5EBCE7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402C033CC8B488
33F53695B1B40B79E12D458EFAABSAO3C25C2BF3D1CC810348AC92D5924E9CD330787312C218797DF9E3026F2FCC84
BFEOC49DFECA1B4A911776D9CAE3ER24733DD1237B42CA2958D772BE7770E9AF8CFA3AT794D0E42E3E6BA7070950011
20255F608CD91B16B7EDADIE6GA958C7819A4E3CE738A3E4E1DOCADFOE3CAE3EB24733DD1237B42CA2958D772BE7770
ESAF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7ED4D1IEGAS58C7819A4E3CE738A3E4E1IDICADFOE3CA
E3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7ED4DIEGA
958C7819A4E3CE738A3E4E1DI9CADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3AT794D0E42E3E6BATOQ
7095001120255F608CD91B16B7EDADIE6A958C7819A4E3CE738A3E4E1IDICADFOE3CAE3EB24733DD1237B42CA2958D7
72BE7770E9AF8CFA3A794D0E42E3E6BAT707095001120255F608CD91B16B7ED4D1IE6A958CT7819A4E3CE738A3E4E1DIC
ADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3A794D0E42E3E6BA707095001120255F608CD91B16B7
ED4D1E6A958CT7819A4E3CE738A3E4E1D9CADFOE3CAE3EB24733DD1237B42CA2958D772BE7770E9AF8CFA3AT794D0E42
E3E6BA707095001120255F608CD91B16B7EDAD1IE6A958C7819A4E3CE738A3E4E1IDICADFOES3

in 1875 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdef12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890ab
cdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CRBY
E94AC4A6DFACRBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS95E402CR91821A06051C98F2558360FA9
84ATFF5558B367FF195E3E5EBCE7DB4A4CB9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3E5EBCE7DB4CB9E94AC4A6DF4CB4D7FE29D11C55
6AB316BEF2A676827A0F780926BACFFOCA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F25
58360FA984A7FF5558B367FF195E3ES5EBCE7DBACBOE94AC4AA6DFACBAD7FE29D11C556AR316BEF2A676827A0F780926
BACFF9CA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5EBCE7DB4CBOE94AC4AA6DFACBADTFE
29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF19
S5E3E5EBCE7DB4CBO9E94AC4A6DFA4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402C5EEBFO0DAY
DF7B566F5860C1C12B9D8E20B24CC8D1DFABS520A77399E713086DESE63A5D4E9DIAFF20DES712CFI9F7883BEC950BC1
03D11BFEB70208DA7F9912868C2350EDBF940CF229DCC531B1282F7162EA81DEA84B97842879D38321C19BF9269DFE
BBBC1226E500630A9B971700416E03BBA695B696AB576EEF14AFADC87A3AF30D74169D68F90AF039AF6ACBODC30A0F
47F655BF9ASEC6639E4A73CDBC3471B7D5SA0EFFDD083B276E4C488523AFD4D957FA65F84C0F066C2B5057D56F5F6A7
D8F98999CE5572D161D3B3AA50D69DE06968F6FB53FBDEOF438598C974C407F77237564975321F8B75744EDAG689A06
74D1CF22F6E99FCA9662301030E8FB42F182AF2A327DDDBFAAF36B1D4B4BC6733BB704D88B00640816EECIC4A449BCEF
EEECED60E202D592026FCB65E47B52F81F5A457C46EC21DCA298CF105B4DBCAC043086BF565A2D77F98COE8AGEO3BA
EA8AFAC3D067C0316E1802A8C4120DF9D8244CTEA6369773F9F28A6C01929E747E67EC414D4C3369B02F4BD4704847
0975B556B2C57831A97A6BE303EE8340BC433DB742B10C25A1419ED78A8AFE3R1493BFI05ECFC204BCASDB935AC2BB
SFFF63AEDOA4EB24F06DDF3486DC5948ED03B5BC970CBDD195B829E0CB3F29E4B8A52711B2B3F2973446001CF612F1
61D79D3C67C9C5C88D882038D6B130A12B206EA408F86EC603E348DFCA84C0794CDB3E7B3A

in 1704 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abecdefl1234
567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef
1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef123456789%0abced
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abecdef

Recv:
B91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DF4A4CB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3E5EBCE7DB4CB9
E94AC4A6DF4CB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CR91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3ES5ERCE7DB4A4CB9E94AC4AA6DFACBAD7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ESEBCE7DR4CROE94AC4AA6GDFACBAD7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5EBC
E7DB4CBO9E94ACAA6DF4CB4DTFE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CB91821A06051C98F25
58360FA984A7TFF5558R367FF195E3E5EBCE7DRBA4CBI9E94AC4A6DFACRAD7FE29D11C556AR316BEF2A676827A0F780926
BACFF9CA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5EBCE7DRA4CRIE94AC4AAGDFACBADTFE

29



29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CRB91821A06051C98F2558360FA984A7TFF5558B367FF19
S5E3E5EBCE7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402C9A489296A8
A59FEOB9B2B72D2A7AD6BlEAE675155072AB8DI62AD7B8627C609762EAS9E39C55D59F22CFA4DIDIBCE63712AC3525
F3183FB1747143B126CCF2A04FDFCBO0F55F95A4C3645F297A364EE08B401BOD5AC5E3361495A414E792292254E8AA
35D5687299590EEBF6CCFBD1ICI9BDSDEOF8DF8575CD51D14E6DF8FA4CDICDDFC4F493849281899FAEAB356290E1EF5A
F9AODA2054210FC7989913665AFFOE12B06CBABIBIF63A9F720FECA685DDF1C9CC184B16DFAA0DAEC45B1F6A463CR1
CO9EABI9F4DF909692F6459DBCFFI9C4DC1069379732D878768EDD6BE7BI69E78AF83203648456FFFC778433407E563FA
028ECCF6ABBFDF92F8765B19DCESE9D1IA39766EF63D4AD16A6FECO7C1IBF311D3F3E8BE7FDD30E8D2586274A0844193
539295CC95A72668CE87F2BD7716E1FEA936C8E24FCDCB5AE42C55412BE32ACC0E204361B599DA5D8CD0SEDDIEZEFB
A4976BF5D278B369C2BEESFA67A39DD545CCBOBDOAES41F419D279334F0E3BD7E24D494CRB230451D077E7DA4AC619A4
BA33713482EB3875999D2BC1086E9EOAEBDFC01C4637DA652D9FFD8812FD14272B25238B1F5EDFD197E79406848BC5
A6A48815C280DECD1A2ADOE1ICDED4AS00865E2B2F91F32C572EFDOEEO1IBOAEDA30A274B6CFEBCBD2085A7338569EF3
6F3AD7790905910F6166CD4F879A83BDE2C00094F51311A2C8C81CDDAOD27B2DFDDCEDD713

in 1649 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef
1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%0abcdefl1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890ab
cdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abedef

Recv:
B91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DBA4CBI9E94AC4A6DF4CB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7TFF5558R367FF195E3E5EBCE7DB4CB9
E94AC4A6DFACRBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CB91821A06051C98F2558360FA9
84ATFF5558BR367FF195E3E5EBCE7DB4CBI9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5ERBCE7DBA4CBI9E94AC4AA6DF4A4CB4DT7FE29D11C55
6AB316BEF2A676827A0F780926BACFFOCA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBC
E7DB4CBO9E94ACA4A6DF4CB4DT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F25
58360FA984A7TFF5558B367FF195E3E5EBCE7DB4CBIE94AC4A6DFACBAD7FE29D11C556AB316BEF2A676827A0F780926
BACFF9CA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5EBCE7DB4CBOE94AC4AA6DFACBADTFE
29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF19
S5E3E5EBCE7DB4CBO9E94ACA4A6DFA4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFIOCA595E402C1241572C97
4B9AF6DRB01863BRBA7C430943FEBSFS5C3EDBOB78AABA8ICAF219CA8393880BEEO0901E73CCOC66001F53212C3A03E9BFE
4F1ECB7D94C9CDBBD8083185D6FCCADEDBBDSAIF18777AAT969E326CC2B54EDAFB3EL93A9F135A55EF2F85036E3024
F54183150A33F33E3F62103990DFFOCCO9839EEEB5625189DCA859282C741D6F296259AEC538A00303D4EC4FA7CFBDE
ES5BACT7AEAOF8378E22B5B48DADEY4D9466A2155BE4ECC161C48B994EB07790ABES326F4FA250A25DA83886EF48B82B
7C9740C4A35742EAE47089BC67A274027C488F9741735CB738DF68267C9D708A99C99CC6DFEDE25B1178D8F3BFIF65
74513AE1C9FFB67DA99BR1IE7997E0E1318D835204R1677F3D0F10488EE20E978F0920812189F627AA234D1021F123E3
CE82264B169E5B2E7D1A7343FA9ADSBAAG64590AC3CAA2BDAS6DBD367F6F25D16C1027E498BCC049166F0A83FF72A7C
AODOA53F00FC67D83D8EOABA85F430B04BDOB9AF03BFOC0876FCA171CAEF994357A3C22F188670BASCT784F6F0643F4
FFD295B1A9F5E7939E99BB17C1731BB21F7BF63D5BEA2F55A46A0C27A3BAFA4AD7C51C5FE3C9DDAG6A44D0OFD3BBBRDS
EEF4E1252981168E8D4365B28BA25D5EBS757BCCT7F322CD0B453D3465F8E7AR2D71F58F7290FF451D48284329C32C3
33478A070DCFEF168F14286F1ADOE67585293630FC3B35DA58AA1799B4383E542128B68DB7

in 1705 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abecdef

Recv:
B91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DF4A4CB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984ATFF5558R367FF195E3E5EBCE7DB4CB9
E94AC4A6DF4ACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3E5ERCE7DB4A4CBO9E94AC4AA6GDFACBADT7TFE29D11C556AR316BEF2A676827A0F780926BACFFIOCA
595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DB4CBI9E94AC4A6DF4CB4DT7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5ERC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7TFF5558R367FF195E3E5EBCE7DRA4CBI9E94AC4A6DFACRAD7FE29D11C556AB316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DB4CB9E94AC4A6DF4A4CBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF19
SE3ES5EBCE7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402C2EBB41597B
15E3F0B4BA2EF76C844B95CD44A45B5A050F3A0929693C90917A2146F2E05A0F20CFAAF83AABA31RD7D7750FBB6113
591E20D4BC75F06EF9713105ADC83COBOCCCRC5D242720F7DE177F6C2DCF71B62E8294CD251A1335F458E22FACCT7R6
EO75EERCBF60DF05C854BC28A794585525E61B07674721178DC9991195D68007BD23DC7542FBA4BDA49C2E33D714E4

30



3515DCDE64FADDAESA443D396E2D0FAACS30A7A34517558EC3FD2C6EC904E42F56C5BB8D9051D6FB991B6DI9BBD298C
835F0B5REFA4988755232EFED8C361E02C6A7AOFD7C00734116E279E2D2DAB373D51E4D00B1012B5E71B8866CA9EGE
2DFFO8F00A037CAL121A955DCB2E99AA48840DD6A0120825999C94E7CEA2A629268717556ABB274EDS52E55A953F69D0
2CC4B4B93D337385D7522927AE5FB2A2EABD29D3CE693D18F89AFAF469A365BF0902139E93C79637A5BAC95298E071
3D30FEB8A996D34ECA74D8C1FAQ078F1929C2CCFAC5A686306F55D835F4C27663EA385FEBF28AA875279529399C3CCC
770572FACD2D416EA2745E4C1653B6073EEEO03FF92B244B973BCESCABI9166AA0E79B2928ACE79C002F27723F9D2DD4
DB11FFOB2C5C1E35A406A2DA85574A88E5C7828B93D14C861C357001C98135ED4ECFF48463216A787134F1016EC8BE
0427BD7A1DB5ED132A3D8F6A764C7709FE7907BEBTE81C2970B4B6F6629BF3FAFS5C2E29555

in 1704 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
B91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DF4CB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984ATFF5558RB367FF195E3E5EBCE7DB4CBY
E94AC4A6DFACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CRB91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3ES5ERCE7DB4CB9E94AC4AA6DFACBAD7FE29D11C556AB316BEF2A676827A0F780926BACFFICA
595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ESEBCE7DRA4CROE94AC4AA6GDF4CB4D7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBC
E7DB4CBO9E94ACAA6DF4CB4DT7TFE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CB91821A06051C98F25
58360FA984A7TFF5558R367FF195E3E5EBCE7DRA4CBI9E94AC4A6DFACB4ADTFE29D11C556AB316BEF2A676827A0F780926
BACFF9CA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DRA4CRIE94AC4AAGDFACBADTFE
29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF19
S5E3E5EBCE7DB4CBO9E94ACA4A6DF4CRB4DT7FE29D11C556AB316BEF2A676827A0F780926BACFFIOCAS595E402CA4D6347F4A
EF28F2A93EE85DC22B233B0F46348A502572521E898566CD571655CA086ABF28 7DFBE4F5CCA20753DE188E40AD953B
2B2EOOACC86E1007FC70BF423B4D2883465BA7C73B5709A64A81E91035F6DBRDDOEO74B85EE03582F8B149C72A9A17E
CC9CF34358EE7F8D1354EBBD786B00218E56315498345E144579347553A6A8FA35FBC4C4C9D6042C4C43FFCTET79017
D31E1967EC4BF462990F47A0526E057A93D364D9083315CAF4ACDC0315041435CFB7CF63919F4F4BFE41FB69DA2A2B1
4C81DD4F131835743FB576BE27428C62625134750210264DC4054934178R4658F15B59RE3AEODAEADFDCOESFAE2847
8E191CE24B742638C460EFD9917413B6FDSEGE3A3740E8D0996038E6DB3FAS09BE3AALIFF2AA96B28F17B97194597B8
74B12C717ACB420E2F30B8ABD6F2F50873BA870AB2484B618B783B949460FAR94861AFDAF261A800802F60C04074F0
A3B3EOB70A5A9779F5AF6694676C293D80003BC6635FBL18ADIS5A20B865185CF4A7TDAAESE389951E67E437105027E6A
562B4C995AD267DE39D111C89A45DD8014ECFDE9B44F5AAFF35532011B2A5C41FE67E014611179A80D7CD31E2776C0
B7F753C4F2BA4DEO6OEC37E29F5CD47816DA9A4169BF88956E0141320396A202293AR9123113F9C5845427385B07D6
2AECC63E5FB2C84BBA06620647C3EF6E94C175BAC12FDBEL19F5D17A69A33ADBC8CD9817F55

in 1606 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abecdefl1234
567890abcdefl1234567890abcdefl1234567890abcdef123456789%0abcdefl1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abedef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DB4A4CB9E94ACAA6GDFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984ATFF5558R367FF195E3E5EBCE7DR4CRY
E94AC4A6DFACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402CB91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3E5ERCE7DB4A4CB9E94AC4AA6GDFACBADT7TFE29D11C556AR316BEF2A676827A0F780926BACFFIOCA
595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CBI9E94AC4A6DF4ACB4AD7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5ERC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7FF5558B367FF195E3ESERCE7DBACBIE94ACAA6DF4ACB4AD7FE29D11C556AB316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CB9E94AC4A6DF4CBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF19
S5E3E5EBCE7DB4CB9E94AC4A6DFACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402CFC84D5AA98
5403D4FD61BFBDDEF8B6C92056BB1D1IDDA016B467C032375EC6CETF3E6416979E9C4AD0OCDACIESF642790DFEA7OEFEF
35CFBBRE61072EB71BF3D5ES57RB1C7COEL1EFS565D6EFCA5DF038EF5546975E8827D5D259E1R9DFO01DD4FD381BFS55FECA
2ED557FF14E7D913E8AO0A9A6571E035A5D6AFAC26413B67FBD12101055CEOF6C541A69D024FE47B9DDABA211CE328D
Cl1A21F732FDF71F8A0365DBEGABAB05455790914E308B32A5DF82481F70958EA4CBA653643FB2E130D8C196FA66C68
FB3B28BE1F2C80BOE7E7B6AF073842385C2AD7AA58B64D50CFB8F8DIFFAS558324979ADD3BD27981942FC8EF53903FF
0A057D28754656AD788EEF8FCC9591B31E61B1IB58205E6B42EDDE61DBOD6EG69DI9D22EAD710B353ACD05501CE29EFC2
43DE4DBB3C44649AA81B787E68AA2D6F863DACOA80576C6A80B517CAE30AS520FA440A4EBECAA31IEIDOO70BDI9B5B34A
0A05DB24C4643900F85553C3C50A8041926132ED6C2BD6E36F646A8C25B5DFI9B57220D4D439956B8D9306E19A21153
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60E616E7431A9E0959179E8A3514B1BFDA74031E6414E0CEE37ACAF3C392F0BB0OC5047420E85E4E8AA8BDEEFOF32BCO
E8D90451B832BA72989C9D3795D6B94CB755A3B1189F43417E511B7F443B0F6C2CA64E413845E68A0C60ATFF051478
9333A1FDAA3BD6D66DC21C052686070E1779C755993E0DD7FEE42BA0C347A62B2A305AAA3E

in 1722 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl23456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abecdefl2
34567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBCE7DB4A4CB9E94ACAA6GDFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CRBY
E94AC4A6DF4ACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS95E402CB91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3E5ERCE7DB4A4CBO9E94AC4AA6GDFACBADT7TFE29D11C556AR316BEF2A676827A0F780926BACFFIOCA
595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5EBCE7DB4CB9ES4AC4A6DF4CB4DT7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5ERC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7TFF5558BR367FF195E3E5EBCE7DRA4CBI9E94AC4A6DFACRAD7FE29D11C556AB316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DB4CB9E94AC4A6DFACBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF19
SE3ES5EBCE7DB4CB9E94AC4A6DFACBAD7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402C83B8ES59145
1249375DBC24207997BB627031C8C26AD96F72FA3CERDIFA90E1944A0AF119E9CBDEEF2D381A333DD19737BB4ES58CF
9A07A5510D078A7AF720DD8BE8023007EECA8665FEC53E5934545BA689058560E5ADEC59CDD9A7AT797288214750390
2053823F479B06B9E4AE9296FE88CLIAC2ADFFIEOD80392988A33D8870FB6EAD]17C2851FRB9470E1EFS5CBD29FBD08D6F
79947380228C32D9F2D99A8179F0DICTBDCEECS57A3F87435150892CCES532FC19F6FB40A74E47C80FD271BFEDS52DDC8
21186125904645AB97768ADA63228D1F653B342040D44805000B5D0545473A8CC347BEFE40E3C45F331DF563A87608
D19749B14ABDEB88C30FA1E18ED627E1AATO2EF321A6D92AEEG67FOB2AEESS581E23661BF081A8BE4AA2BC238282C56E2
42BBEBC58AC2E7AOB2FA3FI9F45A0D74AA5170F5E19DBF6EC2B2FO9AA8CET7945EF9C5571CC89EEBI9B2DDCD5685E22F7A
BBB68F1CFO09AE2693C3C7573B612212D9B96010D8BE241481C8C62DI9DF164FDBBE36CED166AD6BEEC8B5D20747B896
5F329761CELF87C8E909C63C4D734E7COBAF3E6B5C8446F3EDIF4EE2B6B86BBBCF166814543615F2AF504AD480EA04
ATF396486033A9945A1A8B0DD9719181D692DA35438AR4E55CAC44398B42E2744BF9954E98AC5B66EB164BB7AB37EA
964F8F361679F29E205F5D556DFE4873A7440117616EBD2EB7F447022B35E647B7EC3ED180

in 1666 ms

Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abced
ef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedef

Recv:
B91821A06051C98F2558360FA984A7FF5558B367FF195E3E5ERBCE7DB4A4CBO9E94ACAA6GDFACB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3E5EBCE7DB4CRB9
E94AC4A6DFACRBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402CR91821A06051C98F2558360FA9
84ATFF5558B367FF195E3E5EBCE7DB4A4CB9E94AC4A6DF4CB4D7FE29D11C556AB316BEF2A676827A0F78092 6BACFFICA
595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CBI9E94AC4A6DF4CB4DT7FE29D11C55
6AB316BEF2A676827A0F780926BACFFOCA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5EBC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7FF5558B367FF195E3ESEBCE7DBACBOE94AC4A6DFACBAD7FE29D11C556AR316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DB4CB9E94AC4A6DF4CBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CRB91821A06051C98F2558360FA984A7TFF5558B367FF19
S5E3E5EBCE7DB4CB9E94AC4A6DFACB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFICAS95E402C2FE1558DCD
68F3DAG6F7FB957665155F0426D39CD23485B94FA46518C2B727AAD985146C5B1C1EOD2F2665DDDF59E4AA706353B4
3007A06946C67963C9AEA25C815864E603E80F7D8AD67BF7632ABE1IF23BABI98E0178F6E4FABFC3557DCCBDEEA303F1
8E844CD817E13F3CEO1AF6EAEES95D16C57FA95E4A8583B281D4211C5335552CB500938BE9EE78D858EB7FOAD7C2F1
D75513313968A41D265B36447F20E35A09ABCA91AOD7A8EG6L1717EC493141B04A2CD8286062C107E73DD588FB4A8BSA
D8BF39550A9F733FDEE7873DCDI9CO0BD221E2A82455B681D64E53C2CDDEGFA2C03BD19DD522EE66F81FEADGA3EOES2
C9FA911811820C7F85FE63F19C1B30728786CE369F55F9D1BAD86064969F 7F1AE284E62FCC8FE32E314D322EAF45EF
B8C6BE023B7BA55CCC5F2C03E369385A48D128C684B965608386A1199B39011E40190BB5EFC51A01C127123960DCF9
0C895BBC4B585E3D5979FABE75B93ED33BC5C2A6A3B5554BF81AC6CODDEE03118B981BD610D3320DDF0450E973380C
1337BDA1D22C297743702C945E19EB9FC045C47394779361EC124AD001E1180D773DE9D2120FA508000463B97B9821
9AF379F6EBB83E2EB97FEFCAFADCICOD6DD82E2D56BB4147E620C55DF54BFOFAB7TAO0246F2FF28C28F43427415A4FA4
COB6C5B8EB7BE200754D0CB004EES56D2B171B485C942EEFCD7BFB6039105856F3E16F04B60

in 1690 ms
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Send:
#Hc01234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef12345678
90abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl23456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234
567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl?2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abed
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef12345678
90abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdef

Recv:
B91821A06051C98F2558360FA984A7TFF5558B367FF195E3E5EBCE7DBA4CBI9E94AC4A6DF4CB4D7FE29D11C556AB316BE
F2A676827A0F780926BACFFICA595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3E5ERBCE7DB4CBY
E94AC4A6DF4CB4ADT7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CR91821A06051C98F2558360FA9
84AT7TFF5558B367FF195E3E5ERCE7DB4A4CBO9E94AC4AA6GDFACBAD7FE29D11C556AB316BEF2A676827A0F780926BACFFOCA
595E402CB91821A06051C98F2558360FA984ATFF5558B367FF195E3ES5EBCE7DB4CBI9E94AC4A6DF4CB4ADT7FE29D11C55
6AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF195E3ES5ERC
E7DB4CB9E94AC4A6DFACBADT7FE29D11C556AR316BEF2A676827A0F780926BACFFICA595E402CB91821A06051C98F25
58360FA984A7TFF5558BR367FF195E3E5EBCE7DRA4CBI9E94AC4A6DFACRAD7FE29D11C556AB316BEF2A676827A0F780926
BACFFI9CA595E402CB91821A06051C98F2558360FA984A7TFF5558B367FF195E3ES5EBCE7DB4CB9E94AC4A6DF4A4CBADT7FE
29D11C556AB316BEF2A676827A0F780926BACFFICAS595E402CB91821A06051C98F2558360FA984A7FF5558B367FF19
SE3ES5EBCE7DB4CBOE94AC4AA6DFA4CB4D7FE29D11C556AB316BEF2A676827A0F780926BACFFOCAS595E402CB1E8D8234F
8D5256D6A9EATACAA4F9639A031E90813BBDOBBECI07FACEL2CC8D08622EECF698E454C00B363602A2CFD0498FFCIOF
8295481466A81392572DE879E4E62C64A79EC086E976D4879A08FDC108271625098D92991DBACD7CA16F03BOABCCRBY
9A25CD4DBA1B4479059B7956E37883BACA108D7BF5FFFF448700A0C7FACEB62044690C70A10A9A1A251776615B28F3
233E514AE3D33668996A7C264ACC6FA34C39D5935D660CE91781F1AF5AE76E953AD1I2E1053A87915305A4B76664BA5S
3B8170EE5F522FDES53CO9F1610C8DCF735A01F298FA82D2D9DEOADEC849352211C11CFBB3522B7DF7514C2CBA9FDBOD
CO044D9E79CAB2519AD1360B0581E22023E1787BC2054E9127775A40370BBAB652A08RBD1919C99E47B11D650D2211A
86C6229166FE604905570430FE23D1D4C63DB4671A3B2C2D0080165F089C9C2812B969001C7153660D0A0F57DAE37E
76B5A9C8E356D7862D3E4C51BDF720F30EF6FAB4AECIAAOE89F60D4A4F10197C30B4C16A8B73FD6E35F1ES5945E6083B
08DEAG2FCA85AC0578ABBCAG652F7592C509DD3676E9A46EC0077A91BCEF82E18E6FC890A7TE7798062A4495FFA82390
F705E68953D3AFF541BR73F48BFAFS53D3BB615FBADD2104E0A836D29D2D5724202AF3685DBA066548C42BEA701FBECT
122BB4EC053DCC16DB2E0792E601CA66B7D56849247124A95E607B1DE24CC3ARE9174D4BAC

in 1734 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.14 test_bip32

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1E1F20
set id=Client identity

REM

set
seed=f0acfacf9279p18275£6923al1f2d2c2be622e39%e7bda%9ed6d8a783£20004a011793d£8cde50014b5d87169712
21dc7c63e6ff4e22128efal314b4c32fc07e76ae

REM //m/0’ /1" /2" /3"

set path=80000000800000018000000280000003

REM

tlsse -c -H #c38 -H #t38%seed$ -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK% -H identity$%id%

tlsse -c -H #b00%path% -H #?202 -S %SEN% -s -p %PORT$ -h $IP$ -1 TLS13-AES128-CCM-SHA256
-H psk%PSK% -H identity%id%

tlsse -c -H #p00 -H #202 -S $%$SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256

-H psk%PSK% -H identity%id$%
echo Refx: 0282e66e0390200bf7264f7a3c02ed24767baeeda9d9205c171577aaf£155d3cb32

tlsse -c -H #r00 -H #2?02 -S S$SEN% -s -p %$PORT% -h %IP%$ -1 TLS13-AES128-CCM-SHA256
-H psk%PSK% -H identity%id%

REM

PAUSE

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 908 ms
ClientSession with keyl.com opened in 908 ms

Send: c¢38
Recv: OK
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in 283 ms

Send:
t38f0acfacf9279b18275£6923alf2d2c2be622e39%9e7bda%ed6d8a783£200b4a011793d£8cde50014b5d8716971221
dc7c63e6ffd4e22128efal314b4c32fc07e76ae

Recv: OK
in 251 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 826 ms
ClientSession with keyl.com opened in 826 ms

Send: b0080000000800000018000000280000003

Recv: OK
in 534 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 829 ms
ClientSession with keyl.com opened in 829 ms

Send: p00

Recv:
0482E66E0390200BF7264F7A3C02ED24767BAEEDA9D9205C171577AAF155D3CB32C28EA997BD8905F8F7446269C88A
84 9EDB5CB83D3B17009560FCAFA8199C466E

in 392 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

Refx: 0282e66e0390200bf7264f7a3c02ed24767baeceda9d9205¢c171577aaf155d3¢cb32
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 813 ms

ClientSession with keyl.com opened in 813 ms

Send: r00

Recv: E4886AA0DCDAD6629EA14A84FBAODA09352426E12E752B085F3372E7D0A28125
in 330 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.15 test_rw_1280

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0B0OCODOEOF101112131415161718191A1B1C1DIELIF20

set id=Client identity

REM

SET V32=1234567890abcdefl1234567890abcdefl123456789%0abcdefl234567890abcdef

SET
V64=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdef

SET
V128=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456789
0abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

SET
V127=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456789
O0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcd

SET
V256=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl12345
67890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789%90abcdefl23
4567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedefl
234567890abcdef1234567890abcdefl1234567890abcdef

REM

:loop

tlsse -c -H #z001234 -H #I00 -H ##I00 -H #?02 -S %SEN% -s -p %PORT% -h $IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK$ -H identity%id%

34



tlsse -c¢ -H ##200313233343536 -H ##280313233343536 -H ##I00 -H #I80 -H #202 -S %SEN% -s -p
$PORT% -h $IP% -1 TLS13-AES128-CCM-SHA256 -H psk$PSK$ -H identity$%$id$

tlsse -c -H #Z00%V256%%V256%%V128% -H #I00 -H #202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id$

tlsse -c -H ##Z00%V256%%V256%%V128%%V256%%V256%%V128% -H ##I00 -H #202 -S %SEN% -s -p
$PORT% -h $IP% -1 TLS13-AES128-CCM-SHA256 -H psk$PSK$ -H identity$%$id$

tlsse -c -H #Z01%V256%%V256%%V128% -H #I01 -H #202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id$%

tlsse -c -H #202%V256%%V256%%V128% -H #I02 -H #?02 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id%

tlsse -c -H #Z03%V256%%V256%%V128% -H #I03 -H #202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id$%

REM

PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 902 ms
ClientSession with keyl.com opened in 902 ms

Send: 72001234

Recv: OK
in 297 ms
Send: IO0O0
Recv: 1234
in 66 ms
Send: #I00

Recv: 31323334

in 62 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 807 ms
ClientSession with keyl.com opened in 807 ms

Send: #7z00313233343536
Recv: 4F4B

in 299 ms

Send: #Z80313233343536

Recv: 4F4B

in 63 ms

Send: #I00

Recv: 313233343536
in 63 ms

Send: I80

Recv: 123456

in 63 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 821 ms
ClientSession with keyl.com opened in 821 ms

Send:
7001234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890a
bcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl123456789
O0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef12345
67890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl123
4567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl
234567890abcdefl1234567890abcdef1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcde
£1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abce
defl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890a
bcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef123456789
Oabcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345
67890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl23
4567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef

Recv: OK
in 1361 ms
Send: IO0O0
Recv:

1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcd
ef1234567890abcdefl123456789%0abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
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abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl234
567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl?2
34567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdef1234567890abedef

in 1102 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 815 ms

ClientSession with keyl.com opened in 815 ms

Send:
#2001234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234
567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abecdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234
567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abecdef1234567890abcdef1234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abedefl2
34567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef

Recv: 4F4B
in 1332 ms
Send: #I00
Recv:

1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCD
EF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890
ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12345678
90ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234
567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12
34567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCD
EF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890
ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12345678
90ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234
567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12
34567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCD
EF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890
ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12345678
90ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234
567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF12
34567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCD
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EF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890AB
CDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890
ABCDEF1234567890ABCDEF

in 1097 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 817 ms

ClientSession with keyl.com opened in 817 ms

Send:
Z011234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890a
bcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl23
4567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl
234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456789%0abede
£1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456789%0abec
defl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890a
bcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl23
4567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef

Recv: OK
in 1343 ms
Send: IO01
Recv:

1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234
567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl123456789%0abecdefl2
34567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef123456789%90abcdef1234567890abedef

in 1097 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 812 ms

ClientSession with keyl.com opened in 812 ms

Send:
7021234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890a
bcdefl234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl23
4567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl123456789%0abcdefl1234567890abcdefl
234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abede
£1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abce
defl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890a
bcdefl234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567
890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123
4567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef

Recv: OK
in 1342 ms
Send: I02
Recv:

1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abed
ef1234567890abcdef1234567890abcdef1234567890abcdef123456789%90abcdef1234567890abcdef1234567890ab
cdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890
abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456
7890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789%90abecdef1234
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567890abcdefl1234567890abcdefl1234567890abcdef123456789%0abcdefl1234567890abcdefl123456789%0abecdefl2
34567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abed
efl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890
abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl12345678
90abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

in 1099 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 826 ms

ClientSession with keyl.com opened in 826 ms

Send:
7Z031234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890a
bcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123
4567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abedefl
234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abede
£1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abe
defl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890a
bcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
O0abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef12345
67890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123
4567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef

Recv: OK
in 1350 ms
Send: I03
Recv:

1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890ab
cdefl234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl12345678
90abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234
567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abecdefl2
34567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abedef
1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abed
ef1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890ab
cdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdefl1234567890abcdefl12345678
90abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdef123456
7890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef

in 1115 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.16 test_rw_64

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1CID1ELF20

set id=Client identity

REM

SET V32=1234567890abcdefl1234567890abcdefl123456789%0abcdefl234567890abcdef

SET
V64=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdefl1234567890abcdefl1234567890abcdef

SET
V128=1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdef123456789
O0abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abcdef

SET
V127=1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdef123456789
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O0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567

890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abed
SET

V256=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
0abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567
890abcdef1234567890abcdef1234567890abcdef123456789%90abcdef1234567890abcdef1234567890abcdef12345
67890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123
4567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl

234567890abcdefl1234567890abcdef1234567890abcdef

REM

tlsse -c -H #Z04%V32% -H #I04 -H ##104 -H #704 -H #I04 -H ##104 -H #?02 -S %SEN% -s -p
$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H psk%PSK% -H identity%id$

tlsse -c -H #Z05%V32% -H #I05 -H #205 -H #7202 -S %SEN% -s -p $PORT% -h $IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK$% -H identity%id$%

tlsse -c -H #206%V32% -H #I06 -H #206 -H #?02 -S %SEN% -s -p $PORT% -h $IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id$%

tlsse -c -H #z07%V32% -H #I07 -H #z07 -H #202 -S %SEN% -s -p %PORT% -h %IP% -1 TLS13-
AES128-CCM-SHA256 -H psk%PSK% -H identity%id%

tlsse -c -H #208%V32% -H #I3F -H #202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK$ -H identity%id%

REM

PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 899 ms
ClientSession with keyl.com opened in 899 ms

Send: Z2041234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef
Recv: OK

in 334 ms

Send: I04

Recv: 1234567890abcdefl234567890abcdefl1234567890abcdefl123456789%0abecdef

in 125 ms

Send: #I04

Recv:

3132333435363738393061626364656631323334353637383930616263646566313233343536373839306162636465

6631323334353637383930616263646566
in 110 ms

Send: z04
Recv: OK
in 62 ms
Send: I04
Recv:

in 63 ms
Send: #I04
Recv:

in 73 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 822 ms
ClientSession with keyl.com opened in 822 ms

Send: 7051234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef

Recv: OK
in 330 ms
Send: IO05

Recv: 1234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef
in 102 ms

Send: Z05

Recv: OK

in 63 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 815 ms
ClientSession with keyl.com opened in 815 ms

Send: 7Z061234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef

Recv: OK
in 342 ms
Send: I06

Recv: 1234567890abcdefl1234567890abcdefl123456789%90abcdefl1234567890abcdef
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in 109 ms

Send: 706
Recv: OK
in 63 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 819 ms
ClientSession with keyl.com opened in 819 ms

Send: Z071234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef

Recv: OK
in 331 ms
Send: IO07

Recv: 1234567890abcdefl1234567890abcdefl1234567890abcdefl123456789%0abedef
in 116 ms

Send: Z07
Recv: OK
in 65 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 824 ms
ClientSession with keyl.com opened in 824 ms

Send: Z081234567890abcdefl1234567890abcdefl123456789%0abcdefl1234567890abcdef
Recv: ERROR

in 323 ms

Send: I3F

Recv: TLS1.3 Disconnected from keyl.com

2.17 test_derive

@echo off

set IP=127.0.0.1

set PORT=8888

set SEN=keyl.com

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1BICIDIELIF20

set id=Client identity

SET V32=1234567890abcdefl1234567890abcdefl123456789%0abcdefl234567890abcdef

REM

tlsse -c -H #?A2%PSK$ -H #?02 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

REM

tlsse -c -H #?D0%V32% -H #?D1%V32% -H #?202 -S S%SEN% -s -p %PORT% -h $IP%$ -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK% -H identity%id%

PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 920 ms
ClientSession with keyl.com opened in 920 ms

Send: ?A20102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1EL1F20
Recv: 0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1D1IELIF20

in 461 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 825 ms

ClientSession with keyl.com opened in 825 ms

Send: ?D01234567890abcdefl1234567890abcdefl123456789%0abcdefl234567890abcdef
Recv: F27A333ECCE8A1A9463514245D4E1F5346F7D43360F30D23E6918BD66FB19ACT

in 439 ms

Send: ?D11234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abecdef
Recv: 380E7A39E701820E4E96E4A2E2AB8C7365F5C22332D72EA00323BDE1971071E0

in 192 ms

Send: 202
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Recv: TLS1.3 Disconnected from keyl.com

2.18 test_export_ecc

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1E1F20

set id=Client identity

REM

set key=1234567890ABCDEF1234567890ABCDEF

set type=00

set index=10

set param=80

set keyid=E1E2E3E4

set
publ=0411E4E60C0A2461F3A94FC2F7ACBB6C527855BD08C90B91320AE796178628531033B6C4AFCC6C04DD8B278D97
238B6C34501FC120D461A16EBB35756D3CFDD43D2

set priv1=435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10

REM
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCD
EF1234567890ABCDEF1234567890ABCDEF

set
blob0=001000E1E2E3E4EF73F42F9470C440D29221FFBD9BIOECCC66CB7C26F9690700BF16DC85F7F4393727331DEAB
3A127AADE170C7E93377B484DCC4BBA210608EAO06D7A2FEAT77TECS5BA7451F51A12B683C7DF21C9A16669633D5F849E
0A25B5A91EBC01C863

set
blobl=001080E1E2E3E4C67FOFEOLF7BF420030B56ED5C11C67B89BB2299721161BE53B109C60621F30F2139F494E8
312CDD8330389DESCAATAC3736EFAA665F1D2534173E09

REM

tlsse -c -H #?30%key% -H #c%index% -H #P00%publ$% -H #R00%privl% -H #p%index% -H #r%index%
-H #?02 -S %SEN% -s -p %PORT% -h %$IP%$ -1 TLS13-AES128-CCM-SHA256 -H psk%PSK$ -H identity%id%
tlsse -c -H #?33%type%%index%%param$%keyid% -H #?02 -S %SEN% -s -p $PORT% -h $IP% -1 TLS13-
AES128-CCM-SHA256 -H psk$PSK% -H identity%id$%

REM For ECC PUbKey is computed from PrivKey

tlsse -c -H #c%index% -H #p%index% -H #?34%blobl% -H #p%index% -H #r%index% -H #7202 -S
%SEN$ -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H psk3PSK% -H identity%id$

REM

PAUSE

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 916 ms
ClientSession with keyl.com opened in 916 ms

Send: 2301234567890ABCDEF1234567890ABCDEF

Recv: OK
in 317 ms
Send: cl0
Recv: OK
in 128 ms
Send:

P000411E4E60CO0A2461F3A94FC2F7ACBB6C527855BD08CI90B91320AE796178628531033B6C4FCC6C04DD8B278D9723
8B6C34501FC120D461A16EBB35756D3CFDD43D2

Recv: OK

in 203 ms

Send: RO0435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10

Recv: OK
in 172 ms
Send: plO0
Recv:

0411E4E60COA2461F3A94FC2F7ACBB6C527855BD08CO0B91320AE796178628531033B6C4FCC6C04DD8B278D97238B6
C34501FC120D461A16EBB35756D3CFDD43D2

in 189 ms

Send: rlo0

Recv: 435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10
in 125 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 818 ms
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ClientSession with keyl.com opened in 818 ms

Send: ?33001080E1E2E3E4

Recv:
001080E1E2E3E48A73448A85E9F91B804F5804124679379A1F89A6254D8E87C61493A27E060ED3059F17F1550684F4
BE3ABF977FCOOFESC8F5A17565FFO0ABE27DDAL14D

in 461 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 831 ms
ClientSession with keyl.com opened in 831 ms

Send: cl0
Recv: OK

in 331 ms
Send: pl0
Recv: ERROR
in 79 ms
Send:

?34001080E1E2E3E4C67FI9FEO1F7BF420030B56ED5C11C67B89BB2299721161BE53B109C60621F30F2139F494E8312
CDD8330389DESCAATAC3736EFAA665F1D2534173E09

Recv: OK
in 301 ms
Send: pl0
Recv:

0411E4E60CO0A2461F3A94FC2F7ACBB6C527855BD08C90B91320AE796178628531033B6C4FCC6C04DD8B278D97238B6
C34501FC120D461A16EBB35756D3CFDD43D2

in 175 ms

Send: rl0

Recv: 435B6E516AB693CA54267D5BB50956D9C2F54F90449F16D0034A3B2D64EEEF10

in 111 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.19 test_export_rsa

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

set nb=001

SET V32=1234567890abcdefl1234567890abcdefl1234567890abcdefl234567890abcdef

SET
V64=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890
abcdef1234567890abcdefl1234567890abecdef

SET
V128=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl123456789
0abcdefl1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef

SET
V256=1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef123456789
0abcdef1234567890abcdefl1234567890abcdef1234567890abcdef1234567890abcdefl1234567890abcdefl1234567
890abcdefl1234567890abcdefl1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef12345
67890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl23
4567890abcdef1234567890abcdefl1234567890abcdef1234567890abcdefl1234567890abcdefl1234567890abcdefl
234567890abcdef1234567890abcdef1234567890abcdef

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1E1F20

set id=Client identity

REM

set key=1234567890ABCDEF1234567890ABCDEF

set type=00

set keyid=E1E2E3E4

REM

set
P=A6DBBA1977E559876A3F42A1AFFDS57AA1F402494E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D0O9CD8DES
299F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CA5085873E10C59C2E68074C208A04297CE081F56679E092319
70D303A56238F7ABFOCB2E09BSBFIA51346EEE3D90A3E2346B83A1D3EDOOFFCD36AF6E

set
Q=FE9644F0A6DOEF464238F38B53AF907474C5B12FE637E0095851F17AB1FEA9BDIC745AE43BAEB0664969C2E5B091
21DC07D72235679CE7B36BB50AF74B2258724CESD4ELSF/EAE9D7A21F398EF1634606504B842A6076D6E0CDIB04A3E
0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEAIBT
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set
DP1=8288C6F001B1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C30AF044CB0OBI9BF6B43B6BDC287
5C2B037D96D65292804DFCD7518A41D2E73DFCF6COF6F958EA4C786B08C4780AE757702C5B637D6AFB43B8CEDAFDTE
EDFA2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECE815

set
DQ1=1AD2C856B6ACC2D91B3716E9F21A48550CCCI9B7B997CFFICDC725DC7F8A3054D5603A863EDA9DD2A19C80BELDY9
75A124A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3E
8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07

set
PO=7EEQ068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE45EE290757E68D7FSFBFEDDS3E7B
357C435DA908D3C5250F5842BD3178DE39C063D1BOEO1BO094537FASASESARBSEOABBSESE996A517690DCE42F0E0C524
5AD052E880B6BCEAE6BGEODB4C387280D2C7TEAA826F1BA91CC5370D46E138E5C91860D5

set SIGN=1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

set
REF=403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD
1EO4EDIDED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACLI019E1D542CDFEO3
247C3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD05F45ED52C0001B961D2C706B7F3710863DE
D1F1241399C08C09209B760AA596605BD9446040BF3D8C7E8187C659A47415724BC6311E859CDFACD7AOEGFDASD453
172975101270EBAB183E251510DD8A0ASD54BEOB4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD1581
OE6BAF17525865F3D0D8771522235F887C7BD7503C5CB8

set
MOD=ASEFF4538809B418C9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4AC1FOF48F
716D95B43A0ESAFB6D4AF3ELICFACB8F2C7D9D10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6B
FC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253B35C96213C75B54E696DA2
E8A08610698D3D4A702DEE6DESBA450DD82BD5120C33732858EF5F0CFF7CEFAS71167EFFDES17EB8F48E1A477582A1
F3DCES5A6BDE2ESFFF7569BB8B29223ADE10BF6D0D1IC4B1IAECB42EDBSDIBA4FESCO2F1CB7E2F3A346D11E29D6DB48D3C
BEF621F83525296EE3B29D102FB9703EBF50F7E929AF59

set EXP=010001

REM

set
blob0=002000E1E2E3E4339A818162E9790A1D9BEE70C6A1838D037BD8A4E479653E86A566E9A3BA90462DA19206F6
5572D48BF546396B5C56849596DE63901517C2969FD557C96ABF127CCC304A1C40B19964FA219645087CBCBD7CD32E
816864CAA04C36BE24C31EODD751F084E21F3E9182FC6E42705009BB9017623CCI9DE4507FC4D5FAEBC99FC7B4041F8
CF4C98A11D8F9C680752D9582A86C4EFEDO100COAOFCEELIAOCODAGAL15477311C6ATE97D45B5D447231805C50F29125
7759737EF13C91DD2D3210D7880FDAC02255CC661648D1B3998DC45E951328F64D24116A51B1B40A78C422D8A66641
FBF714133B649959CEAB8274C5199145836679CD581AF51A014A64C7165D252627699CC94E39E87BFOA022A48FEC2A7
ATE6440BB6B52748BBOATFFA

set blobl=002001E1E2E3E4295BAF58E4F23CF9525A79792E21E8BC123EE87EB3AS6CB692850B782B2DEE

set
blob2=002080E1E2E3E4FD836F4961770D56B04ED86D4C2FBE41B62880613DC84ECB86ACAFFFES397EBBIDS43ECCAF
4F6DF9ASE12C8F1DDFOBDA45E97A460354D38FB81F04A48E5B2199A52E2FAE33BBI9F048541CD8C8811EA91EDS584996
01559B9E263529534AB87C2DB3A6FD622D4ADESBI68FFA80BL32C6F91AD612C5E39E7F082B524FB94E001B260BEOF9
2B803EF00505D78D67D44183A9568BA4FDBFEBFC1CC01778E2

set
blob3=002081E1E2E3E4A7D12543C97895112E1EAABATEIEBIBABEF56DE9CCA270D1A83472C54A2C52FEEE6F0760492
1AE095009458561D8F064BF9990082777AEDC53B105A8E6C75D1D44F7CB725975E8441ABDBEC086BE12298A340CD2D
49CC370E88AC964074B934C52BEBAL303FB6E75515D0ECD18731F266EFDADE2ASE2AATEF983FF94621C77E8ACT75301
57AB71ABC1lEO0703EFB9B6255BACI9D2A09CB53726580824D8A

set
b1lob4=002082E1E2E3E4E00BEOD6A32F9715D065E9629527F8C6366D494CCB60DD1AC3B666EAIA94CCBAL77DOBCTE2
8E2D2DC6ET71996F09930197E83C92FC1CE4EA34E1EB2928CFD851CF9324C0A62B541F8A68ED9407CEOB340E1E037C7
E41DB4ECFFBF666DA94CC78776D9138C5DBDECCDS5A1783E9D80FB1D49823617369B9C05860D78ADB421FB4FFBB23ED
F91789D3A05C6C547301722B063D1B4CABSB82F70E6AB3DAGE

set
blob5=002083E1E2E3E4C18D255E9F2C0F4AF9F94D978BA318AFF40C6FFCEOAOEF810FBE40CFC2AF14C6081953C7DF
EE1A1F0099FALl6E6DSF47F61BE254C729549D49BA15422C2DF6F0CB3D9E9612380ED4586DCAFFOF92862A40FAF0416
220F9028838960B4F767240E8B932CBF4BAC7D7E0783DDAATF7F1D2CC8ACADBCOB49BAB17DAC8219438903750F6024
B842BEE47968D189577AD5498698F2D2EC157A691D5E6FB025

set
blob6=002084E1E2E3E4CA9BEF77B6F8CCB7AS5EF84B408DB6155831DEFF31F36746BDI9BBFSCABC1IB3354941A425D36
12810D27BD63940530E5E3E0D373C9D2AB08D0OE2B248B69D389BB7D57BE09C861CDBD5CB22E0735980140FBDD564CD
841FD5A012C959261F913F5819557FD7A61D31D007F72FB6D4D78E1E46E3294C54DFEOOSFFS5F8BE67B6051BB19EDER
7C98B5A8681218FB5F6FD5A6A3E0096967DD8AA002ABECS51EL

REM

tlsse -c -H #?31%key% -H #c20 -H #7202 -S $SEN% -s -p %PORT% -h $IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK$ -H identity%id%

tlsse -c -H #R2000%P% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

tlsse -c -H #R2001%0% -H #202 -S $SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id$

tlsse -c -H #R2002%DP1% -H #7202 -S %SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

tlsse -c -H #R2003%DQ1l% -H #?02 -S %SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK$ -H identity%id%

tlsse -c -H #R2004%PQ% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H

psk%PSK$ -H identity%id%
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oe

tlsse -c -H #P2000%MOD% -H #7202 -S %SEN% -s -p %PORT% -h IP% -1 TLS13-AES128-CCM-SHA256 -H
psk$PSK% -H identity%id$%
tlsse -c -H #P2001%EXP% -H #202 -S %SEN% -s -p %PORT% -h

psk%PSK% -H identity%id%

IP% -1 TLS13-AES128-CCM-SHA256 -H

o

tlsse -c -H #s20%SIGN% -H #?202 -S %SEN% -s -p %PORT% -h $IP%$ -1 TLS13-AES128-CCM-SHA256 -H
psk$PSK% -H identity%id$%
tlsse -c -H #?33%type%2000%keyid% -H #?33%type%2001%keyid% -H #?33%type%2080%keyid% -H

#233%type%2081lskeyids -H #?33%type%2082%keyid% -H #?33%type%2083%keyid% -H
#233%type%2084%keyid% -H #202 -S $SEN% -s -p $PORT% -h $IP% -1 TLS13-AES128-CCM-SHA256 -H
psk$PSK% -H identity%id$%

tlsse -c -H #c20 -H #?34%blob0% -H #?34%blobl% -H #?34%blob2% -H #?34%blob3% -H #?34%blob4d% -
H #?34%blob5% -H #?34%blob6% -H #?02 -S $SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-
SHA256 -H psk%PSK% -H identity%id%

REM

tlsse -c -H #s20%V32% -H #?02 -S S$SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-CCM-SHA256 -H
psk%PSK% -H identity%id%

echo Refx: SREFS

REM

PAUSE

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 908 ms
ClientSession with keyl.com opened in 908 ms

Send: 2311234567890ABCDEF1234567890ABCDEF

Recv: OK
in 328 ms
Send: c20
Recv: OK
in 78 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 817 ms
ClientSession with keyl.com opened in 817 ms

Send:
R2000A6DBBA1977E559876A3F42A1AFFD57AA1F402494E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D09CD8
DF8299F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CAS5085873E10C59C2E68074C208A04297CE081F56679E092
31970D303A56238F7ABFOCB2EO9B8BFI9A51346EEE3D90A3E2346B83A1D3EDOOFFCD36AF6F

Recv: OK

in 599 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 811 ms

ClientSession with keyl.com opened in 811 ms

Send:
R2001FE9644F0A6D0EF464238F38B53AF907474C5B12FE637E0095851F17AB1FEA9BDICT745AE43BAEBO664969C2ESRB
09121DC07D72235679CE7B36BB50AF74B2258724CES5D4E15F7EAEOD7A21F398EF1634606504B842A6076D6E0CD9B04
A3E0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEASBT

Recv: OK
in 590 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 836 ms
ClientSession with keyl.com opened in 836 ms

Send:
R20028288C6F001B1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C30AF044CB0OBI9BF6B43B6BDC28
75C2B037D96D65292804DFCD7518A41D2E73DFCF6CIOF6F958EA4CT786B08C4780AE757702C5B637D6AFB43B8CEDAEFD7
EEDFA2BBAG607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECE81S

Recv: OK
in 597 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 837 ms
ClientSession with keyl.com opened in 837 ms
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Send:
R20031AD2C856B6ACC2DI91B3716E9F21A48550CCCIBTBI97CFFICDC725DC7F8A3054D5603A863EDA9DD2A19C80BELD
975A124A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3
E8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07

Recv: OK

in 598 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 816 ms

ClientSession with keyl.com opened in 816 ms

Send:
R20047EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE45EE290757E68D7FS5FBFEDDS3E
7B357C435DA908D3C5250F5842BD3178DE39C063D1BOEO1B094537FASASESARBSEOABRBSEBE996A517690DCE42F0EOCS
245AD052E880B6BCEAE6B6OEIDB4C387280D2C7EAA826F1BA91CC5370D46E138E5C91860D5

Recv: OK

in 584 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 834 ms

ClientSession with keyl.com opened in 834 ms

Send:
P2000A5EFF4538809B418CO9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4C1FOF48
F716D95B43A0E9AFB6D4F3ELICFACB8F2C7DOD10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6
BFC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253B35C96213C75B54E696DA
2EB8A08610698D3D4A702DEE6DESBA450DD82BD5120C33732858EF5F0CFF7CEFAS71167EFFDES17EB8FA8E1A477582A
1F3DCESAGBDE2ESFFF7569BB8B29223ADE10BF6D0D1IC4AB1IAECB42EDBS5DIB4FESCO2F1ICB7E2F3A346D11E29D6DB48D3
CBEF621F83525296EE3B29D102FB9703EBF50F7E929AF59

Recv: OK
in 879 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 849 ms
ClientSession with keyl.com opened in 850 ms

Send: P2001010001

Recv: OK
in 289 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 827 ms
ClientSession with keyl.com opened in 827 ms

Send: s201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECBA4CDO5F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CT7TE8187C659A47415724BC6311E859CDFACD7AOE6FDAOD4531729
75101270EBAB183E251510DD8A0ASD54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

in 903 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 806 ms

ClientSession with keyl.com opened in 806 ms

Send: ?33002000E1E2E3E4

Recv:
002000E1E2E3E47FA49FFEBY9AC2A0C130FA3B4FBEF90471265123E0243C63BD7D434B0AB9865A1506AFD252CC894BF
50646DEF5555356563682AFCCA1COC5599FB0C220BD30AF9C146DES01EASBE646CB3A99C68638593490EFFF8400F3B
929C61B90565009614272673A35AEC44AA02426238ABEBESO6AGE74D18F93D41F4DEES7C65ADOEC4C89F5ACD6AB589
4E7COBC6F5CF4D99CE6AB204564462A9897FAF74DB069B882A08C1297E1408A56EDCCL33FF17E4124E7FA729C7DF9D
319CC96F169DEFBD33F905C60D8033E5DBD7895251DA340602553512C3686C82CBE7AC25671475041FAFO0OB1FEO4B5S
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2FA4A5C94A9DE169A67C8FE43137C22B1CF94672404A26ACECCAFOD12BBC9196F73DFC219CE9043C2FDO5A81F2846E
58AA35E5596189FFO0F

in 1002 ms

Send: ?33002001E1E2E3E4

Recv: 002001E1E2E3E42BFA610604774B8A8BED4D4523601E25436BD50BFBB2AEEBAG4A43072443AFE

in 188 ms

Send: ?33002080E1E2E3E4

Recv:
002080E1E2E3E4649F4618DBFEAEOB7DEF8B052D720F50F84E30FC1564590F250049CC2387F15815100286144516EF
9173C13E8EC94E8742ADC143A3BCI919AEE64C58AA99B03543C1F98A10086ADD7754906C74A208E50913ED1B428DF5E
097BC845D20CBB56297DE3CEF4AE552239093A42D7481EC66B3F329AFDF11053FEDO7C5658AB7BA40B58ARB85A732EDO
TF8E9669BB7510C1CAAG6E319FDA2DD5BF3E090893902

in 503 ms

Send: ?33002081E1E2E3E4

Recv:
002081E1E2E3E4E194395D570D0BD5EGEBOA87A438AD86AT7T723A28ECE7TAFF209050A9F8E494EE6E3361DED1IF3EAEF3
1529DDCA4A3AC6FF0D94727E682A3CB5DEC222A1BF625E9A0057421F3E081E50D384A16B434CB41E73EA02331BF637
6178A1lF6F871E12BA044D0F6CA40EAFOFDB5ASF39A40CA45A78D7TEF68C675E5C23F47EE1791F80F2ED43E723336FA2
280418D4FAB24B22DD2BE2FE88F363C5606EDAG6ECO0

in 486 ms

Send: ?33002082E1E2E3E4

Recv:
002082E1E2E3E456C85493AD66729A11D20D7C4F69205454DCF8D69F09F3663A94DCC4AB7F41F35062EDCD7FA64DDEC
1022C588B06DDC375D58B14B1269238662AF5A8CE120E31CFE9D35EA2D6DFBESC01961CACF738AAFF2B01D8A3566BA
F61978C3BDOF0402E47344CBA692A35C496C010F7D7F131731746D7AAF99F3552563283CBB7FC8AF8FBA7F3A2FCEAL
0B134444F6BBD13EE1D3CA8A445A947A5FCBF066B50C

in 488 ms

Send: ?33002083E1lE2E3E4

Recv:
002083E1E2E3E438489E06DD4A492A29C411EE13FC1815D7C94D008A4CEFAF1BCBBI88AA2B6FE23BC2A00565200E21
39BB962B34F90920DDADODDCF5F714504741E9176D815BB4A9ABA2DFC5751D8DC422D1B9D673170772C5AC27D37743
D3888F885A917DDFEAD96E2FB444C1C7A93B81D639FCF0869DEB851D576AE66C0C5168B2EF2BA3ABSA2AD6FCA63939
6232E03697E1857AB4DE94ATA59715A34450656C1A65

in 500 ms

Send: ?33002084E1E2E3E4

Recv:
002084E1E2E3E4EFCFFB15347E0BDA2738E95515767D92AA6B341313F4BF300143CDF33EFC3E40EE2EFAE468BE81AS
E8E524899480BF5A223A9AD97BCBFDEFS5DDFF8BAT70728RA4BAE4AC373D8211FB7BO05C48B91E85132041AD144BESOAFF4
1D871EE5291B370462FDF4D999BFE95E601A9419E090D95BF773C30827A69724968B4297F601C99B30E4D2D41AF354
4A5B380409A6157B35BCB5E46DFA2DAS32185ECAAL2]

in 487 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 806 ms

ClientSession with keyl.com opened in 806 ms

Send: c20
Recv: OK
in 287 ms
Send:

?34002000E1E2E3E4339A818162E9790A1DI9BEE70C6A1838D037BD8A4E479653E86A566E9A3BA90462DA19206F6557
2D48BF546396B5C56849596DE63901517C2969FD557C96ABF127CCC304A1C40B19964FA219645087CBCBD7CD32E816
864CAAO04C36BE24C31EODD751F084E21F3E9182FC6E42705009BB9017623CCIO9DE4507FCADSFAEBCI99FC7B4041F8CF4
C98A11D8F9C680752D9582A86C4EFEDOLIOOCOAOFCEEIAOCIDAG6AL5477311C6ATE9TDA5B5D447231805C50F29125775
9737EF13C91DD2D3210D7880FDAC02255CC661648D1B3998DCA45E951328F64D24116A51B1B40A78C422D8A66641FBF
714133B649959CEAB8274C5199145836679CD581AF51A014A64C7165D252627699CCO94E39E87BFOAO22A48FEC2ATATE
6440BB6B52748BBOATFFA

Recv: OK

in 897 ms

Send: ?34002001E1E2E3E4295BAF58E4F23CF9525A79792E21E8BC123EE87EB3A56CB692850B782B2DEE

Recv: OK
in 204 ms
Send:

?34002080E1E2E3E4FD836F4961770D56B04ED86D4C2FBE41B62880613DC84ECB86ACAFFFES397EBBOD543ECC4AF4F6
DF9ASE12C8F1DDFOBDA45E97A460354D38FB81F04A48E5B2199A52E2FAE33BBOF048541CD8C8811EA91ED584996015
59B9E263529534AB87C2DB3A6FD622D4ADESBI68FFA80B132C6F91AD612C5E39E7F082B524FB94E001B260BEOF92B8
03EF00505D78D67D44183A9568BA4FDBFEBFC1CC01778E2

Recv: OK
in 553 ms
Send:

?34002081E1E2E3E4A7D12543C97895112E1EAABATEIEBIBABFS56DE9CCA270D1A83472C54A2C52FEEE6F07604921AE
095009458561D8F064BF9990082777AEDC53B105A8E6C75D1D44F7CB725975E8441ABDBECO086BE12298A340CD2D49C
C370E88AC964074B934C52BEBAL303FB6E75515D0ECD18731F266EFDADE2ASE2AATEF983FF94621C77E8AC7530157A
B71ABCLlEO0703EFBO9B6255BACI9D2A09CB53726580824D8A

Recv: OK
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in 540 ms

Send:
?34002082E1E2E3E4EQ00BE9D6A32F9715D065E9629527F8C6366D494CCB60DDIAC3B666EA9AS4CCBALT7T7DIBCTF28E2
D2DC6E71996F09930197E83C92FC1CE4EA34E1EB2928CFD851CF9324C0A62RB541F8A68ED9407CEOBR340E1E037C7E41L
DB4ECFFBF666DA94CC78776D9138C5DBDECCD5A1783E9D80FB1D49823617369B9C05860D78ADB421FBA4FFBB23EDFI91
789D3A05C6C547301722B063D1B4CABSB82F70E6AB3DAGE

Recv: OK
in 547 ms
Send:

?34002083E1E2E3E4C18D255E9F2C0F4AF9F94D978BA318AFF40C6FFCEOAOEF810FBE40CFC2AF14C6081953C7DFEEL
A1FO099FA16E6DS5F47F61BE254C729549D49BA15422C2DF6FOCB3D9E9612380ED4586DCAFFIOF92862A40FAF0416220
F9028838960B4F767240E8B932CBF4BACTD7E0783DDAATF7F1D2CC8ACADBCOB49BAB17DAC8219438903750F6024B84
2BEE47968D189577AD5498698F2D2EC157A691D5SE6FB025

Recv: OK
in 533 ms
Send:

?34002084E1E2E3E4CA9BF77B6F8CCB7AS5EF84B408DB6155831DEFF31F36746BD9BBFS5CABC1IB3354941A425D36128
10D27BD63940530E5E3E0D373C9D2AB08D0E2B248B69D389BB7D57BE09C861CDBD5CB22E0735980140FBDD564CD841
FD5A012C959261F913F5819557FD7A61D31D007F72FB6D4D78E1E46E3294C54DFEOO8FEFSF8BE67B6051BB19EDEB7CY
8B5AB681218FB5SF6FDS5A6A3EO0096967DD8AAO02ABECS51E]L

Recv: OK
in 549 ms
Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 801 ms
ClientSession with keyl.com opened in 801 ms

Send: s201234567890abcdefl234567890abcdefl123456789%0abcdefl234567890abcdef

Recv:
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EA1IB63598ECFBF593A3F508AA55F37E4R1FO91DEECE3EACLI019E1DS542CDFEQ03247C
3F0490A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD0O5F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CTE8187C659A47415724BC6311E859CDFACD7AOE6FDA9D4531729
75101270EBAB183E251510DD8A0ASD54BEOB4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

in 909 ms

Send: 202
Recv: TLS1.3 Disconnected from keyl.com
Refx:

403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095DC0C505DC004FA8445B2AA96DD1E04
ED1DED4CC681B13BB1D7A2A8A246EALIB63598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1D542CDFE03247C
3F0490A8D39E1EFT7A3D443B6A9B3535A2B7B7DA9978109BFECB4CD05F45ED52C0001B961D2C706B7F3710863DED1F1
241399C08C09209B760AA596605BD9446040BF3D8CTE8187C659A47415724BC6311E859CDFACD7AOE6FDAOD4531729
75101270EBAB183E251510DD8A0A5D54BE9B4414F171BD1AF111292A38C06ED841B7F5F6182FC54A512CFD15810E6B
AF17525865F3D0D8771522235F887C7BD7503C5CB8

2.20 test_export_bip32

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1B1IC1D1E1F20

set id=Client identity

set type=00

set keyid=E1E2E3E4

REM

set key=1234567890ABCDEF1234567890ABCDEF

REM

set
seed=£f0acfacf9279018275£6923al1f2d2c2be622e39%e7bda%ed6d8a783£20004a011793d£8cde50014b5d87169712
21dc7c63e6ff4e22128efal3l4bd4c32fc07e76ae

REM path m/0’/1’/2"/3’

set path=80000000800000018000000280000003

REM

set
blob=003800E1E2E3E4332ACF335377D1617AF0A8BEB1D43F479C56221410D36FF410A8A213D31091B98E1091C5FBB
4AT7F02A4EE36334CE1291DF2E1C1CO10DFCD303161CAEOA2A30ACF5346F0AE15673A7TAOFO0E9FC843B584B7FBO9882FA
4109CBDA93DB191

REM

tlsse -c -H #?31%key% -H #c38 -H #t38%seed% -H #v38 -H #202 -S S%SEN% -s -p %PORT% -h $IP% -1
TLS13-AES128-CCM-SHA256 -H psk$PSK% -H identity%id$%
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tlsse -c -H #2?32%type%3800%keyid% -H #202 -S $%SEN% -s -p %PORT% -h %IP% -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK$ -H identity%id$%

tlsse -c -H #?33%type%3800%keyids -H #202 -S S$SEN% -s -p $PORT% -h %$IP% -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK% -H identity%id%

tlsse -c -H #c38 -H #v38 -H #?34%blob% -H #v38 -H #b00%path% -H #p00 -H #?02 -S %SEN% -s -p
$PORTS -h $IP% -1 TLS13-AES128-CCM-SHA256 -H psk%PSK% -H identity%id$%

REM

PAUSE

ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 902 ms
ClientSession with keyl.com opened in 902 ms

Send: ?311234567890ABCDEF1234567890ABCDEF

Recv: OK
in 318 ms
Send: c38
Recv: OK
in 78 ms
Send:

t38f0acfacf9279b18275£6923alf2d2c2beb22e39e7bda%9ed6d8a783£200b4a011793df8cde50014b5d8716971221
dc7c63e6ffd4e22128efal314b4c32fcO07e76ae

Recv: OK
in 242 ms
Send: v38
Recv:

FOACFACF9279B18275F6923A1F2D2C2BE622E39E7BDASED6D8A783F200B4A011793DF8CDES0014B5D8716971221DC7
C63E6FF4E22128EFA314B4C32FCO7E76AE

in 174 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@l127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 803 ms

ClientSession with keyl.com opened in 803 ms

Send: ?32003800E1E2E3E4

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 794 ms
ClientSession with keyl.com opened in 794 ms

Send: ?33003800E1E2E3E4

Recv:
003800E1E2E3E44C47684333808D6C2D4402932AE5D4250D88AB41E578C093E4342E2C96F87397848E2444246F7729
053D579051DF7760D5573B6C3AF959979128A90877081944EB4F13833ACE461B1A1356338FCBCEESFFDD54CA4D9ADS
9EB5265ADE

in 524 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 825 ms

ClientSession with keyl.com opened in 825 ms

Send: c¢38
Recv: OK

in 267 ms
Send: v38
Recv: ERROR
in 65 ms
Send:

?34003800E1E2E3E4332ACF335377D1617AFO0A8BBEBID43F479C56221410D36FF410A8A213D31091B98E1091C5FBB4A
T7F02A4EE36334CE1291DF2E1C1CO10DFCD303161CAEOA2A30ACEFS5346F0AE15673A7A9F0EOFC843B584B7FBO9882FA41
09CBDA93DB191

Recv: OK

in 382 ms

Send: v38

Recv:
FOACFACF9279B18275F6923A1F2D2C2BE622E39E7BDAOED6D8A783F200B4A011793DF8CDE50014B5D8716971221DC7
C63E6FF4E22128EFA314B4AC32FCO7E76AE

in 175 ms

Send: b0080000000800000018000000280000003

Recv: OK
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in 328 ms

Send: p00

Recv:
0482E66E0390200BF7264F7A3C02ED24767BAEEDA9D9205C171577AAF155D3CB32C28EA997BD8905F8F7446269C88A
849EDB5CB83D3B17009560FCAFA8199C466E

in 188 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

2.21 test_export_secret

@echo off

set SEN=keyl.com

set IP=127.0.0.1

set PORT=8888

REM

set PSK=0102030405060708090A0BOCODOEOF101112131415161718191A1BIC1D1IELIF20

set id=Client identity

REM

set key=1234567890ABCDEF1234567890ABCDEF

set type=00

set keyid=E1E2E3E4

REM

set seed=1234567890ABCDEF1234567890ABCDEF

REM m/0’"/1"/2' /3’

set path=80000000800000018000000280000003

REM

set
blob=003000E1E2E3E45EAE2CC17EFE856DBC8FAE94AB157258E1632ADBBBD3E4A2A7TDI95FF14A9CEF38C4FD054070FC
46FC4C6C205A5

REM

tlsse -c -H #?30%key% -H #c30 -H #t30%seed$ -H #v30 -H #202 -S %SEN% -s -p $PORT% -h SIP
TLS13-AES128-CCM-SHA256 -H psk$PSK% -H identity%id$%

tlsse -c -H #?32%type%$3000%keyid% -H #202 -S $SEN% -s -p %$PORT% -h %IP% -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK$ -H identity%id%

tlsse -c -H #?33%type%3000%keyid$ -H #202 -S S$SEN% -s -p $PORT% -h %IP% -1 TLS13-AES128-
CCM-SHA256 -H psk%PSK$ -H identity%id%

tlsse -c -H #c30 -H #v30 -H #?34%blob% -H #v30 -H #b00%path% -H #?02 -S %SEN% -s -p %$PORT% -h
$IP% -1 TLS13-AES128-CCM-SHA256 -H psk$%$PSK% -H identity%id$%

REM

PAUSE

o

-1

ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 884 ms
ClientSession with keyl.com opened in 885 ms

Send: 2301234567890ABCDEF1234567890ABCDEF

Recv: OK

in 325 ms

Send: c¢30

Recv: OK

in 70 ms

Send: t301234567890ABCDEF1234567890ABCDEF
Recv: OK

in 110 ms

Send: v30

Recv: 1234567890ABCDEF1234567890ABCDEF
in 90 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 813 ms
ClientSession with keyl.com opened in 813 ms

Send: ?32003000E1E2E3E4

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@l27.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 805 ms
ClientSession with keyl.com opened in 805 ms
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Send: ?33003000E1E2E3E4

Recv:
003000E1E2E3E4EEB94BCFFCA0871B3DEEF21BC50EA6B7310192B6A740EFB3BIE4DC767EBD64190783F8F08D576315
3F5C2F88

in 426 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com
ConnectTo: keyl.com@127.0.0.1:8888

Using Sofware Identity Module

TLS1.3 Client keyl.com is connected in 802 ms
ClientSession with keyl.com opened in 802 ms

Send: c¢30

Recv: OK

in 278 ms

Send: v30

Recv: ERROR

in 62 ms

Send:
?34003000E1E2E3E45EAE2CC17EFES56DBC8FAE94AB157258E1632ADBBBD3E4A2A7TDISFF14A9CEF38C4FD054070FC46
FC4C6C205A5

Recv: OK

in 232 ms

Send: v30

Recv: 1234567890ABCDEF1234567890ABCDEF
in 97 ms

Send: b0080000000800000018000000280000003
Recv: ERROR

in 101 ms

Send: 202

Recv: TLS1.3 Disconnected from keyl.com

3 Test APDU

These tests are only available for TLS-SE test version.

3.1 test_apdu_aesccm

/T=0

// select

00 A4 04 00 06 01 02 03 04 05 00

00 20 00 01 08 30 30 30 30 30 30 30 30

//

00 85 05 05 24 01020304050607080910111213141516 B1B2B3B4B5B6B7B8BI9BABBBC A1A2A3A4A5 D1D2D3
// A1A2A3A4A5 55EF87 3FACICC4E1042F01CAO0B48B72BC88D7E 9000

00 85 05 06 34 01020304050607080910111213141516 B1B2B3B4B5B6B7B8BI9BABBBC A1A2A3A4A5 S55EF87
3FAC1CC4E1042F01CAOB48B72BC88D7E

//
//key: 000102030405060708090A0BOCODOEOF
//Nonce: 101112131415161718191A1B

//Message: 202122232425262728292A2B2C2D2E2F30313233

//Cipher: 03949B8366D10B95228555EB5849F5A94B86E084

//Length: 20 bytes

//

//INS=85 P1=AD Length P1=00=>05 P1=FF=>noAD P2=05=Encrypt P3=Length AES Key IV AD Data
//INS=85 P1=AD Length P1=00=>05 P1=FF=>noAD P2=06=Decrypt P3=Length AES Key IV AD Data Tag
//

00 85 OE 05 3E 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
AOA1A2A3A4A5A6ATA8AIAAABACAD 202122232425262728292A2B2C2D2E2F30313233
//BAO0A1A2A3A4A5A6ATASA9AAABACAD 03949B8366D10B95228555EB5849F5A94B86E084
A269DC2E14F5067C2E4514BB0OED4D129 9000

00 85 OF 05 3F 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
AOA1A2A3A4A5A6ATAS8AOAAABACADAE 202122232425262728292A2B2C2D2E2F30313233
//AOA1A2A3A4A5A6ATASBAOAAABACADAE 03949B8366D10B95228555EB5849F5A94B86E084
BI98ECFDAFESFD28EECEEO57A593FEOAC 9000

00 85 10 05 40 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
AOA1A2A3A4A5A6ATAS8A9AAABACADAEAF 202122232425262728292A2B2C2D2E2F30313233
//BAOA1A2A3A4A5A6ATABASAAABACADAEAF 03949B8366D10B95228555EB5849F5A94B86E084
AO11ACEDECA122123D0F449F9FEF4698 9000

50



00 85 1E 05 4E 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
AOA1A2A3A4A5A6ATAS8A9AAABACADAEAFBOB1B2B3B4B5B6B7B8BIBABBBCBD
202122232425262728292A2B2C2D2E2F30313233
//AOA1A2A3A4A5A6ATA8A9AAABACADAEAFBOB1IB2B3B4B5B6B7B8BIBABBRCRD
03949B8366D10B95228555EB5849F5A94B86E084 2C7A47C3AC075B8A3E041E4BFO10A99D 9000
00 85 1E 06 5E 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
AOAIA2A3A4ASA6ATASB8A9AAABACADAEAFBOB1IB2B3B4B5B6B7B8BI9BABBBCBD
03949B8366D10B95228555EB5849F5A94B86E084 2C7A47C3AC075B8A3E041E4BF010A99D
//202122232425262728292A2B2C2D2E2F30313233 9000

00 85 FF 05 30 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
202122232425262728292A2B2C2D2E2F30313233
//03949B8366D10B95228555EB5849F5A94B86E084 E904DBA99D34B6DD630EAS0C2BC992CB
00 85 FF 06 40 000102030405060708090A0BOCODOEOF 101112131415161718191A1B
03949B8366D10B95228555EB5849F5A94B86E084 E904DBA99D34B6DD630EA50C2BC992CB
//202122232425262728292A2B2C2D2E2F30313233 9000

00 85 FF 05 1C 000102030405060708090A0BOCODOEOF 101112131415161718191A00
//8E80D99CF29C7004F81179DE65789C56

00 85 FF 06 2C 000102030405060708090A0BOCODOEOF 101112131415161718191A00
8E80D99CF29C7004F81179DE65789C56

//9000

/0

SuperReader 1.5

Copyright (C) 2003,2025 Pascal Urien (Pascal.Urien@gmail.com)
All Rights Reserved.

List of Active Readers

#0,127.0.0.1:7777/0

127.0.0.1:7777/0 is used

type exit to leave

Reader>Smartcard Inserted...Protocol T=1
ATR: 3B 07 52 41 43 53 30 30 31

Reader>

Loading script scriptdefault.txt ...OK

> 00 A4 04 00 06 01 02 03 04 05 00

< 90 00

> 00 20 00 01 08 30 30 30 30 30 30 30 30

< 90 00

> 00 85 05 05 24 01 02 03 04 05 06 07 08 09 10 11

12 13 14 15 16 Bl B2 B3 B4 B5 B6 B7 B8 B9 BA BB
BC Al A2 A3 A4 A5 D1 D2 D3

< Al A2 A3 A4 A5 55 EF 87 3F AC 1C C4 E1 04 2F 01
CA 0B 48 B7 2B C8 8D 7E 90 00

> 00 85 05 06 34 01 02 03 04 05 06 07 08 09 10 11
12 13 14 15 16 Bl B2 B3 B4 BS5 B6 B7 B8 BY9 BA BB
BC Al A2 A3 A4 A5 55 EF 87 3F AC 1C C4 E1 04 2F
01 CA OB 48 B7 2B C8 8D 7E

< Al A2 A3 A4 A5 D1 D2 D3 90 00

> 00 85 OE 05 3E 00 01 02 03 04 05 06 07 08 09 OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD 20
21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30
31 32 33

< A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD 03 94
9B 83 66 D1 0B 95 22 85 55 EB 58 49 F5 A9 4B 86
EO0O 84 A2 69 DC 2E 14 F5 06 7C 2E 45 14 BB OE D4
D1 29 90 00

> 00 85 OF 05 3F 00 01 02 03 04 05 06 07 08 09 OA
OB OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE
20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
30 31 32 33

< A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE 03
94 9B 83 66 D1 0B 95 22 85 55 EB 58 49 F5 A9 4B
86 EO 84 B9 8E CF DA FE 5F D2 8E EC EE 05 7A 59
3F EO AC 90 00

> 00 85 10 05 40 00 01 02 03 04 05 06 07 08 09 0OA
OB OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE
AF 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E
2F 30 31 32 33

< A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE AF
03 94 9B 83 66 D1 OB 95 22 85 55 EB 58 49 F5 A9
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4B 86 EO 84 A0 11 AC ED EC Al 22 12 3D OF 44 9F
9F EF 46 98 90 00

> 00 85 1E 05 4E 00 01 02 03 04 05 06 07 08 09 OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE
AF BO B1 B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD 20
21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30
31 32 33

< A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE AF
BO Bl B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD 03 94
9B 83 66 D1 0B 95 22 85 55 EB 58 49 F5 A9 4B 86
EO 84 2C 7A 47 C3 AC 07 5B 8A 3E 04 1E 4B FO 10
A9 9D 90 00

> 00 85 1E 06 5E 00 01 02 03 04 05 06 07 08 09 0OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE
AF BO B1 B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD 03
94 9B 83 66 D1 0B 95 22 85 55 EB 58 49 F5 A9 4B
86 EO 84 2C 7A 47 C3 AC 07 5B 8A 3E 04 1E 4B FO
10 A9 9D

< A0 Al A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE AF
BO Bl B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD 20 21
22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F 30 31
32 33 90 00

> 00 85 FF 05 30 00 01 02 03 04 05 06 07 08 09 OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E
2F 30 31 32 33

< 03 94 9B 83 66 D1 OB 95 22 85 55 EB 58 49 F5 A9
4B 86 EO 84 E9 04 DB A9 9D 34 B6 DD 63 OE A5 0OC
2B C9 92 CB 90 00

> 00 85 FF 06 40 00 01 02 03 04 05 06 07 08 09 OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
1B 03 94 9B 83 66 D1 0B 95 22 85 55 EB 58 49 F5
A9 4B 86 EO 84 E9 04 DB A9 9D 34 B6 DD 63 OE A5
0C 2B C9 92 CB

< 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
30 31 32 33 90 00

> 00 85 FF 05 1C 00 01 02 03 04 05 06 07 08 09 0OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
00

< 8E 80 D9 9C F2 9C 70 04 F8 11 79 DE 65 78 9C 56
90 00

> 00 85 FF 06 2C 00 01 02 03 04 05 06 07 08 09 0OA
0B OC 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A
00 8E 80 D9 9C F2 9C 70 04 F8 11 79 DE 65 78 9C
56

< 90 00

End of script

3.2 test_apdu_ecc

/T=0

// select

00 A4 04 00 06 01 02 03 04 05 00
//AdmPIN

0020 0001 08 30 30 30 30 30 30 30 30

// P2=Key index

// Clear Key?2

00 81 00 02 00

// init curve Pl=1= SECP256v1 index=P2=01

// P1=0xFF for SECP256rl

00 89 01 02 00

// Set Private Key

00 88 07 02 20 CFEBASFB779C84ED89EF364B892E916F52CE6BC20F3A856129EEDE4D1D07BDCB
// SET Pub Key

00 88 06 02 41 04
37232040741008CF078D96BCB8EAFCT76365FC6A98AF30203B6022739813677FA26C1E014AS5F8CFA67DDODB7F97B9120
23B86063E3B9BEADCI5D9F1CICCD1209B6

// Get Public Key

00 84 06 02 00

// Get Private Key
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00 84 07 02 00
// ECDSA RAW, P1=00
00 80 00 02 20 0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF

// Clear Keyl

00 81 00 01 00

// init curve SECP256k1l
00 89 FF 01 00

// Genkey P2=index

00 82 00 01 00

// Get Public Key

00 84 06 01 00

// Get Privatec Key

00 84 07 01 00

// ECDSA SHA256, P1=21
00 80 21 01 02 1234

Loading script test apdu ecc.txt

// select

Sending

00A4040006010203040500

Received

9000

//AdmPIN

Sending

00200001083030303030303030

Received

9000

// P2=Key index

// Clear Key2

Sending

0081000200

Received

9000

// init curve Pl=1= SECP256v1l index=P2=01

// P1=0xFF for SECP256rl

Sending

0089010200

Received

9000

// Set Private Key

Sending
0088070220CFEBASFB779C84ED89EF364B892E916F52CE6BC20F3A856129EEDE
4D1D07BDCB

Received

9000

// SET Pub Key

Sending
00880602410437232040741008CF078D96BC8EAFC76365FC6A98AF30203B6022
739813677FA26C1EO014ASF8CFA67DDODB7F97B912023B86063E3B9BEADCISDIF
1C9CCD1209B6

Received

9000

// Get Public Key

Sending

0084060200

Received
00410437232040741008CF078D96BC8EAFC76365FC6A98AF30203B6022739813
677FA26C1E014A5F8CFA67DDODB7F97B912023B86063E3BI9BEADCI5DI9F1CICCD
1209B69000

// Get Private Key

Sending

0084070200

Received
0020CFEBRAS5FB779C84ED89EF364B892E916F52CE6BC20F3A856129EEDE4AD1IDO7
BDCB9000

// ECDSA RAW, P1=00

Sending
00800002200123456789ABCDEF0123456789ABCDEF0123456789ABCDEF012345
678 9ABCDEF

Received
0046304402201550DD3A406D5C75E3271F704724018F3513A6F38993F3FES54AF
494AA2C028780220758BCODF07D19950DD9D1C6AE06936B768B2D6D0188BDEF4
D98C6041899E85279000

// Clear Keyl

Sending

0081000100
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Received

9000

// init curve SECP256k1l

Sending

0089FF0100

Received

9000

// Genkey P2=index

Sending

0082000100

Received

9000

// Get Public Key

Sending

0084060100

Received
0041040239499CF107BC8924A1C5E38A2AE72FB8AF0C9018764B6B121E864398
3BEB3BI9CBASEF44B66120511210B2B7875FBDD68F3A1D19A940DD70F7830D09E
F8FCFE9000

// Get Privatec Key

Sending

0084070100

Received
002046F31EAA86449FD6F749DD3C936CA6D1278B09E2FESA4BF8D4F31C200862
75BD9000

// ECDSA SHA256, P1l=21

Sending

00802101021234

Received
004730450220636AE1CC59403E53A9D01D89ACT356DD421AEC6A377E214499BA
2D82C6D5985B0221008CA3BEE45F6C7FBB471D9FES519138BAA870F316A90A508
9F5F189438798E5AE59000

Time: 797 ms

3.3 test_apdu_hmac

/T=0

// select

00 A4 04 00 06 01 02 03 04 05 00
//AdmPIN

0020 0001 08 30 30 30 30 30 30 30 30

// Status
00 87 00 00 04

// SHA256
//HMAC-SHA-256 = b0344c61d8db38535ca8afceafObfl2b
// 881dc200c9833da726e9376c2e32cff7

00 85 00 02 1E 14 0b0ObO0bO0bO0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b 08 4869205468657265

// A.1l RFC 5869 Test Case 1
//
// PRK = HMAC (salt, IKM)

// IKM = 0x0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b (22 octets)

// salt = 0x000102030405060708090a0b0c (13 octets)

// PRK = 077709362c2e32df0ddc3£0dc47bba6390b6c73bb50£9¢c3122ec844ad7c2b3e5

00 85 00 02 25 0D 000102030405060708090a0b0c 16 0b0b0b0b0b0b0bOLOLObOb0b0b0b0b0b0b0b0b0b0b0b

// T(l) = HMAC-Hash(PRK, T(0) | info | 0x01)
// info= OxfOflf2f3f4f5f6£f7£8f9 (10 octets)
// L=42

00 85 00 02 2D 20 077709362C2E32DFODDC3F0DC47BBA6390B6C73BB50FI9C3122EC844AD7C2B3ES5 0B
fOf1£f2£3f4£5£6£7£8£9 01

// 3CB25F25FAACD57A90434F64D0362F2A2D2D0AY0CF1AS5A4C5DB02D56ECC4C5BE

// T(l) = HMAC-Hash(PRK, T(0) | info | 0x02)

00 85 00 02 4D 20 077709362C2E32DFODDC3FODC47BBA6390B6C73BB50F9C3122EC844AD7C2B3ES 2B
3CB25F25FAACD57A90434F64D0362F2A2D2D0AS0CF1ASA4C5DB02D56ECCACSBE £0f1£2£3£f4£f5f6£f7£8£9 02
// 34007208d5b887185865

// rfc 8448

// {server} extract secret "early"
// salt=0

// IKM = 32x 0
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00 85 00 02 23 01 00 20 00 00 00 00 0O 0O 0O 0O 0O 0O OO OO OO OO OO OO OO OO OO OO OO 0O 0O
00 00 00 00 00 00 00 00 0O

// secret = 33 ad Oa 1lc 60 7e c0 3b 09 e6 cd 98 93 68 0Oc e2 10 ad £3 00 aa 1f 26 60 el b2 2e
10 £f1 70 £f9 2a

// {server} derive secret for handshake "tlsl3 derived"

00 85 00 02 54 20 33 ad 0Oa 1lc 60 7e c0 3b 09 e6 cd 98 93 68 Oc e2 10 ad £3 00 aa 1f 26 60 el
b2 2e 10 £f1 70 £9 2a 32 00 20 0d 74 6¢c 73 31 33 20 64 65 72 69 76 65 64 20 e3 b0 c4 42 98 fc
1c 14 9a fb f4 c8 99 6f b9 24 27 ae 41 e4 64 9o 93 4c a4 95 99 1b 78 52 b8 55 01

// 6f 26 15 al 08 c7 02 c5 67 8f 54 fc 9d ba b6 97 16 cO 76 18 9c 48 25 0Oc eb ea c3 57 6¢c 36
11 ba

// {server} extract secret "handshake"

00 85 00 02 42 20 6f 26 15 al 08 c7 02 c5 67 8f 54 fc 9d ba b6 97 16 cO 76 18 9c 48 25 0Oc eb
ea c3 57 6¢c 36 11 ba 20 8b d4 05 4f b5 5b 9d 63 fd fb ac £9 f0 4b 9f 0d 35 e6 d6 3f 53 75
63 ef d4 62 72 90 0f 89 49 2d

// secret (32 octets) 1d c8 26 €9 36 06 aa 6f dc 0a ad cl 2f 74 1b 01 04 6a a6 b9 9f 69 le d2
21 a9 f0 ca 04 3f be ac

// ESK= Extract (0, IKM)

00 85 FF OA 23 01 00 20 01 02 03 04 05 06 07 08 09 OA 0B 0OC OD OE OF 10 11 12 13 14 15 16 17
18 19 1A 1B 1C 1D 1E 1F 20
//23499E7EDFOFBE6BAA137DFOF23BECAEFAT722AD19FC262855409DE8CD8B3C897 ESK
//ES8ETAC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96 HSK
//4351F8A53AA85AC394AB04C516464CAB96E9340C269632D09899537887EE651F eBSK
//0AAF8B11FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB rBSK
//FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCB0 feBSK
//C8CAT8E8837F26B758C46F36C99435033E6FC5DB1DA46BES3AOE3E214283F0E3 frBSK

// ESK= HMAC (0, IKM)

00 85 00 02 23 01 00 20 01 02 03 04 05 06 07 08 09 0A 0B OC 0D OE OF 10 11 12 13 14 15 16 17
18 19 1A 1B 1C 1D 1E 1F 20

// 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DES8CD8B3C897

// eBSK= Derive-Secret Early(ESK, "ext binder" , "" ) = ""= SHA256 (NULL)

// Null sha256 E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

0085 0002 57 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DESCD8B3C897 35 0020 10
746c733133206578742062696e646572 20
E3B0C44298FCIC149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855 01
//4351F8A53AA85AC394AB04C516464CAB96E9340C269632D09899537887EE651F

// rBSK= Derive-Secret Early (ESK, "res binder"™ , "")

0085 0002 57 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DESCD8B3C897 35 0020 10
746c733133207265732062696e646572 20
E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855 01
//0AAF8B11FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB

// eFSK=feBSK "t1lsl3 finished" H(eBSK, info)

0085 0002 35 20 4351F8A53AA85AC394AB04C516464CABI96E9340C269632D09899537887EE651F 13 0020 OE
746C7331332066696E6973686564 00 01

// FCA24690D17DDE3F727D29D2186A5F83E1AERD4889A4841793139168A65BFCRO

// rFSK=frBSK "t1lsl3 finished" H(rBSK, info)

0085 0002 35 20 OAAF8Bl1FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB 13 0020 OE
746C7331332066696E6973686564 00 01

// CB8CAT78EB8837F26B758C46F36C99435033E6FC5DB1DA46BES3A0E3E214283F0E3

// DSK = Derive-Secret (ESK, "derived", "")

0085 0002 34 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 12 0020 0d
746c7331332064657269766564 00 01
//98EEAA2T7FTD77499E5FBC63A413CD8C395CAE42D850B65A5AE6A63807368A3F5

// HMAC (feBSK,data) = HMAC (feBSK, 0s)

0085 0002 23 20 FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO 01 00
// HMAC (feBSK, Os)

0085 000C 01 00

//3E015D850B89C2470D4C49D4BD8ET7C76F2B74175DDD85F393569315DA15480A4

// HMAC (frBSK,data) = HMAC (frBSK, 0s)

0085 0002 23 20 C8CA78E8837F26B758C46F36C99435033E6FC5DB1DA46BES3AOE3E214283F0E3 01 00
// HMAC (frBSK, 0s)

0085 000D 01 00

//7TED9BD7AE(073D78CDA4660B70E5E178028A98CCCB1IFBOC227F638857912F105B

// Derive-Secret Early(ESK,"c e traffic", 0s)
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0085 0002 38 20 23499E7EDFOFBEGBAA137DFOF23BECAEFAT722AD19FC262855409DE8CD8R3C897 16 0020
11746c733133206320652074726166666963 00 01

// Derive-Secret (ESK,"c e traffic", 0s)

0085 000B 03 0020 00

//0738RA2B6F6FAA2AF5CDDIB6FOF2B232F19B3256A5926EAC600B911F91E98D2D4

// Derive-Secret (ESK,"e exp master", 0s)

0085 0002 39 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 17 0020
12746¢733133206520657870206d6173746572 00 01

// Derive-Secret (ESK,"e exp master", 0s)

0085 010B 03 0020 00

// 9BTFC6A8F854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7BEAB

// Extract (DSK,DHE) = HMAC (DSK, DHE)

0085 0002 42 20 ESE7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96 20
97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1IDOCSSE2F8BF43AB

// HMAC (DSK,DHE) = Extract (salt=DSK, DHE)

0085 O00O0E 20 97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1DOC85E2F8BF43ARB
//98F057EEOCC6C17E27983B9C2019111AE1E440517863C803030877139C047BD

// ESK= HMAC (0, IKM)

00 85 00 02 23 01 00 20 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 16 17
18 19 1A 1B 1C 1D 1E 1F 20

// 23499ETEDFOFBE6BAA137DFOF23BECAEFAT722AD19FC262855409DE8CD8B3C897

// eBSK= Derive-Secret Early(ESK, "ext binder" , "" ) = ""= SHA256 (NULL)

// Null sha256 E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

0085 0002 57 20 23499E7EDFOFBE6BAA1I37DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 35 0020 10
746c733133206578742062696e646572 20
E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855 01
//4351F8A53AA85AC394AB04C516464CABI6E9340C269632D09899537887EE651F

// DSK = Derive-Secret (ESK, "derived", "")

0085 0002 54 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 32 0020 0d
746c7331332064657269766564 20 E3BO0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
01

// EBETAC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96

// FSK "t1s13 finished" H(BSK, info)

0085 0002 35 20 4351F8A53AA85AC394AB04C516464CAB96E9340C269632D09899537887EE651F 13 0020 OE
746C7331332066696E6973686564 00 01

// FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCRO

0085 0002 42 20 FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO 20
COC27BBFDBAF30C5888732734BCE1B47E3F14FAA4BES78A25BD81BBDE2D2B1FA
//BuildTlsl3HandshakeHmac

//Key FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCRBO

//Data COC27BBFDBAF30C5888732734BCE1B47E3F14FAA4BES78A25BD81BRBDE2D2B1FA

//Result 811ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1B6791

/ HMAC (feBSK, Os)
0085 000C 20 COC27BBFDBAF30C5888732734BCE1B47E3F14FAA4BES78A25BD81BBDE2D2B1FA
//811ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1B6791

//Extract

//salt (32) E8SETAC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96
//inkey (32) 97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1IDOCESE2F8BF43AB
//noutkey (32) 98F057EE0CC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE

// Extract (DSK,DHE) = HMAC (DSK, DHE)

0085 0002 42 20 ESBE7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96 20
97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1IDOCSSE2F8BF43AB

// HMAC (DSK,DHE) = Extract (salt=DSK,DHE)

0085 000E 20 97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1IDOC85SE2FS8BF43AB
//98F057EEOCC6C17E27983B9C2019111AE1E440517863C803030877139C047BD

// Derive-Secret Early(ESK,"c e traffic", 0s)

0085 0002 38 20 23499E7EDFOFBEGBAA137DFOF23BECAEFAT722AD19FC262855409DE8CD8R3C897 16 0020
11746¢c733133206320652074726166666963 00 01

// Derive-Secret (ESK,"c e traffic", 0s)

0085 000B 03 0020 00

//0738R2B6F6FAA2AF5CDDIB6FOF2B232F19B3256A5926EAC600B911F91E98D2D4

// Derive-Secret (ESK,"e exp master", 0s)

0085 0002 39 20 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 17 0020
12746¢733133206520657870206d6173746572 00 01

// Derive-Secret (ESK,"e exp master", 0s)
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0085 010B 03 0020 00
// 9BTFC6A8F854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7BEAB

// Extract (DSK,DHE) = HMAC (DSK, DHE)

0085 0002 23 20 EBE7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96 01 00
// HMAC (DSK,DHE) = Extract (salt=DSK, DHE)

0085 000E 01 00

//7092C2117D67E6AEB5C5FDF5E6D9C70FBDC69B374E914C26AB08A122483D0ET73

// HMAC (feBSK,data) = HMAC (feBSK, 0s)

0085 0002 23 20 FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO 01 00
// HMAC (feBSK, Os)

0085 000C 01 00

//E015D850B89C2470D4C49D4BD8ETC76F2B74175DDD85F393569315DA15480A4

// ESK= Extract (0, IKM)

00 85 00 OA 23 01 00 20 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 16 17
18 19 1A 1B 1C 1D 1E 1F 20
//23499E7EDFOFBE6BAAI37DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897 ESK

Loading script test im0.txt

// select

Sending

00A4040006010203040500

Received

9000

//AdmPIN

Sending

00200001083030303030303030

Received

9000

// Status

Sending

0087000004

Received

332E3033F70B103005909000

// SHA256

//HMAC-SHA-256 = b0344c61d8db38535ca8afceafObfl2b

// 881dc200c9833da726e9376c2e32cff7

Sending
008500021E140BOBOBOBOBOBOBOBOBOBOBOBOBOBOBOBOBOBOBOB084869205468
657265

Received
B0344C61D8DB38535CA8AFCEAFOBF12B881DC200C9833DA726E9376C2E32CFFE7
9000

// A.1 RFC 5869 Test Case 1

//
// PRK = HMAC (salt, IKM)

// IKM = 0x0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b0b (22 octets)

// salt = 0x000102030405060708090a0b0c (13 octets)

// PRK = 077709362c2e32df0ddc3£0dc47bba6390b6c73bb50£9c3122ec844ad7c2b3e5

Sending
00850002250D000102030405060708090A0B0C160BOBOBOBOBOBOBOBOBOBOBOB
OBOBOBOBOBOBOBOBOBOB

Received
077709362C2E32DFODDC3F0DC47BBA6390B6C73BB50F9C3122EC844AD7C2B3ES
9000

// T(l) = HMAC-Hash(PRK, T(0) | info | 0x01)

// info= OxfOfl1f2f3f4f5f6£f7£8f9 (10 octets)

// L=42

Sending

008500022D20077709362C2E32DFODDC3FO0DC47BBA6390B6C73BB50F9C3122EC
844AD7C2B3ES0BFOF1F2F3F4FS5F6F7F8FO01

Received
3CB25F25FAACD57A90434F64D0362F2A2D2D0AS0CF1ASA4C5DB02D56ECCAC5BE
9000

// 3CB25F25FAACD57A90434F64D0362F2A2D2D0A90CF1A5A4C5DB02D56ECCAC5BE
// T(l) = HMAC-Hash(PRK, T(0) | info | 0x02)

Sending

008500024D20077709362C2E32DFODDC3F0DC47BBA6390B6C73BB50F9C3122EC
844AD7C2B3E52B3CB25F25FAACDS57A90434F64D0362F2A2D2D0A90CF1ASA4CS5D
BO2D56ECCAC5BFFOF1F2F3F4F5F6F7F8F902

Received
34007208D5B887185865B4B0A85A993B89BIB65683D60F0106D28FFF039D0B6F
9000

// 34007208d5b887185865
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// rfc 8448

// {server} extract secret "early"

// salt=0

// IKM = 32x 0

Sending
0085000223010020000000000000000000000000000000000000000000000000
0000000000000000

Received
33AD0A1C607ECO3B09E6CD9893680CE210ADF300AA1F2660E1B22E10F170F92A

9000

// secret = 33 ad Oa 1lc 60 7e c0 3b 09 e6 cd 98 93 68 0Oc e2 10 ad £3 00 aa 1f 26 60 el b2 2e
10 £f1 70 £f9 2a

// {server} derive secret for handshake "tlsl3 derived"

Sending
00850002542033AD0A1C607ECO3BO9E6GCDO9893680CE210ADF300AA1IF2660E1B2
2E10F170F92A3200200D746C733133206465726976656420E3B0C44298FC1C14
9AFBF4C8996FB92427AE41E4649B934CA495991B7852B85501

Received
6F2615A108C702C5678F54FCI9DBAB69716C076189C48250CEBEAC3576C3611RA

9000

// 6f 26 15 al 08 c7 02 c5 67 8f 54 fc 9d ba b6 97 16 cO 76 18 9c 48 25 Oc eb ea c3 57 6¢ 36
11 ba

// {server} extract secret "handshake"

Sending
0085000242206F2615A108C702C5678F54FCO9DBAB69716C076189C48250CEBEA
C3576C3611BA208BD4054FB55B9D63FDFBACFOF04B9F0D35E6D63F537563EFD4
6272900F89492D

Received
1DC826E93606AA6FDCOAADCI2F741B01046AA6BO99F691ED221A9F0CAO43FBEAC

9000

// secret (32 octets) 1d c8 26 €9 36 06 aa 6f dc Oa ad cl 2f 74 1b 01 04 6a a6 b9 9f 69 le d2
21 a9 f0 ca 04 3f be ac

// ESK= Extract (0, IKM)

Sending
0085FF0A230100200102030405060708090A0B0OCODOEOF101112131415161718
191A1BICIDI1ELF20

Received
23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8BR3C897
E8E7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96
4351F8A53AA85AC394AB04C516464CABI6E9340C269632D09899537887EEGSLE
0AAF8BL1FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB
FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCRBO
C8CA78E8837F26B758C46F36C99435033E6FC5DB1DA46BES3A0E3E214283F0E3

9000

//23499E7EDFOFBE6BAAL37DFO0F23BECAEFA722AD19FC262855409DE8BCD8B3C897 ESK
//E8ETAC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96 HSK
//4351F8A53AA85AC394AB04C516464CAB96E9340C269632D09899537887EE651F eBSK
//0AAF8B11FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB rBSK
//FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCB0 feBSK
//C8CAT8E8837F26B758C46F36C99435033E6FC5DB1DA46BES3AOE3E214283F0E3 frBSK
// ESK= HMAC (0, IKM)

Sending

00850002230100200102030405060708090A0BOCODOEOF101112131415161718
191A1B1C1DIE1F20

Received

23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897

9000

// 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DES8CD8B3C897

// eBSK= Derive-Secret Early(ESK, "ext binder"™ , "" ) = ""= SHA256 (NULL)

// Null sha256 E3B0C44298FC1C149AFBF4C8996FBO2427AE41E4649B934CA495991B7852B855
Sending

00850002572023499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409
DESCD8B3C89735002010746C733133206578742062696E64657220E3B0C44298
FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B85501

Received
4351F8A53AA85AC394AB04C516464CABI6E9340C269632D09899537887EEGSLE
9000
//4351F8A53AA85AC394AB04C516464CABI6E9340C269632D09899537887EE6GS1F
// rBSK= Derive-Secret Early (ESK, "res binder" , "")

Sending
00850002572023499E7EDFOFBE6BAAL137DFOF23BECAEFA722AD19FC262855409
DESCD8B3C89735002010746C733133207265732062696E64657220E3B0C44298
FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B85501

Received
OAAF8BLl1FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0OB6CB
9000
//0AAF8B11FFDF03F29001076627519265C4BC4C0B633B5B185813439614B0B6CB
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// eFSK=feBSK "t1lsl3 finished" H(eBSK, info)

Sending
0085000235204351F8A53AA85AC394AB04C516464CABI96E9340C269632D09899
537887EE651F1300200E746C7331332066696E69736865640001

Received
FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO
9000

// FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO
// rFSK=frBSK "t1lsl3 finished" H(rBSK, info)

Sending
0085000235200AAF8BL1FFDF03F29001076627519265C4BC4C0B633B5B185813
439614BOB6CB1300200E746C7331332066696E69736865640001

Received
C8CA78E8837F26B758C46F36C99435033E6FC5DB1DA46BES3AOE3E214283F0E3
9000

// C8CAT8E8837F26B758C46F36C99435033E6FC5DB1DA46BES3A0E3E214283F0E3
// DSK = Derive-Secret (ESK, "derived", "")

Sending
00850002342023499E7EDFOFBE6BAAL37DFOF23BECAEFA722AD19FC262855409
DEB8CD8B3C8971200200D746C73313320646572697665640001

Received
98EEAA27F7D77499ES5FBC63A413CD8C395CAE42D850B65A5AE6A63807368A3F5
9000
//98EEAA2TFTD77499E5FBC63A413CD8C395CAE42D850B65A5AE6A63807368A3F5

// HMAC (feBSK,data) = HMAC (feBSK, 0s)

Sending
008500022320FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A484179313
9168A65BFCB00100

Received

3E015D850B89C2470D4C49D4BD8ETC76F2B74175DDD85F393569315DA15480A4
9000

// HMAC (feBSK, Os)

Sending

0085000C0100

Received
3E015D850B89C2470D4C49D4BD8E7C76F2B74175DDD85F393569315DA15480A4
9000
//3E015D850B89C2470D4C49D4BD8ET7CT76F2B74175DDD85F393569315DA15480A4

// HMAC (frBSK,data) = HMAC (frBSK, O0s)

Sending
008500022320C8CAT8E8837F26B758C46F36C99435033E6FC5DB1DA46BES3AQE
3E214283F0E30100

Received

7ED9BD7AE073D78CDA4660B70ES5E178028A98CCCBIFBOC227F638857912F105B
9000

// HMAC (£rBSK, 0s)

Sending

0085000D0100

Received
7ED9BD7AE073D78CDA4660B70ES5E178028A98CCCB1FB0OC227F638857912F105B
9000
//TED9BD7AEQ073D78CDA4660B70E5E178028A98CCCB1FB0OC227F638857912F105B
// Derive-Secret Early(ESK,"c e traffic", O0s)

Sending
00850002382023499E7EDFOFBE6BAAL137DFOF23BECAEFA722AD19FC262855409
DEB8CD8B3C89716002011746C7331332063206520747261666669630001
Received
0738A2B6F6FAA2AF5CDDIB6FO0F2B232F19B3256A5926EAC600B911F91E98D2D4
9000

// Derive-Secret (ESK,"c e traffic", 0s)

Sending

0085000B03002000

Received
0738A2B6F6FAA2AF5CDDIBOFO0F2B232F19B3256A5926EAC600B911F91E98D2D4
9000
//0738A2B6F6FAA2AF5CDDOB6FOF2B232F19B3256A5926EAC600B911F91E98D2D4
// Derive-Secret (ESK,"e exp master", 0s)

Sending
00850002392023499E7EDFOFBE6BAAL37DFOF23BECAEFA722AD19FC262855409
DEB8CD8B3C89717002012746C733133206520657870206D61737465720001
Received
9B7FCOABF854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7BEAB
9000

// Derive-Secret (ESK,"e exp master", 0s)

Sending

0085010B03002000

Received
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9B7FCOABF854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7BEAB
9000

// 9BTFC6A8F854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7BEAB
// Extract (DSK,DHE) = HMAC (DSK, DHE)

Sending
008500024220E8E7AC087158FC8440E41A12989F9194783764CD5FC365640280
37F2C8206E962097C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1D
0C85E2F8BF43AB

Received
98F057EE0CC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE
9000

// HMAC (DSK,DHE) = Extract (salt=DSK, DHE)

Sending
0085000E2097C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1D0OC8S
E2F8BF43AB

Received

98F057EEOCC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE
9000
//98F057EEQ0CC6C17E27983B9C2019111AE1E440517863C803030877139C047BD
// ESK= HMAC (0, IKM)

Sending
00850002230100200102030405060708090A0BOCODOEOF101112131415161718
191A1BICID1ELF20

Received
23499E7EDFOFBE6BAAL137DFOF23BECAEFAT722AD19FC262855409DE8CD8B3C897
9000

// 23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8B3C897

// eBSK= Derive-Secret Early(ESK, "ext binder" , "" ) = ""= SHA256 (NULL)
// Null sha256 E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
Sending

00850002572023499E7EDFOFBE6BAAL37DFOF23BECAEFAT722AD19FC262855409
DEB8CD8B3C89735002010746C733133206578742062696E64657220E3B0C44298
FCIC149AFBFA4C8996FB92427AE41E4649B934CA495991B7852B85501

Received

4351F8A53AA85AC394AR04C516464CABI6E9340C269632D09899537887EEGSLE

9000

//4351F8A53AA85AC394AB04C516464CAB96E9340C269632D09899537887EE651F

// DSK = Derive-Secret (ESK, "derived", "")

Sending

00850002542023499E7EDFOFBE6BAAL37DFOF23BECAEFA722AD19FC262855409
DEB8CD8B3C8973200200D746C733133206465726976656420E3B0C44298FC1C14
9AFBF4C8996FB92427AE41E4649B934CA495991B7852B85501

Received

E8E7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96

9000

// EBETAC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96

// FSK "tlsl3 finished" H(BSK, info)

Sending

0085000235204351F8A53AA85AC394AB04C516464CABI6E9340C269632D09899
537887EE651F1300200E746C7331332066696E69736865640001

Received

FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO

9000

// FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO
Sending

008500024220FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A484179313
9168A65BFCB020C0OC27BBFDBAF30C5888732734BCE1B47E3F14FAA4BES78A25B
D81BBDE2D2B1FA

Received

811ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1B6791

9000

//BuildTlsl3HandshakeHmac

//Key FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A4841793139168A65BFCBO
//Data COC27BBFDBAF30C5888732734BCE1B47E3F14FAA4BES78A25BD81BBDE2D2B1FA
//Result 811ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1IB6791
Sending

0085000C20CO0C27BBFDBAF30C5888732734BCE1RB47E3F14FARA4BES78A25BD81B
BDE2D2B1FA

Received

811ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1B6791

9000

//81L1ABCE77E614232741AE2F59E0497E8801D31D7388577FAED73EF63BD1B6791
//Extract

//salt (32) EBE7AC087158FC8440E41A12989F9194783764CD5FC36564028037F2C8206E96
//inkey (32) 97C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1IDOC85E2F8BF43AB
//noutkey (32) 98F057EE0CC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE
// Extract (DSK,DHE) = HMAC (DSK, DHE)
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Sending
008500024220E8E7AC087158FC8440E41A12989F9194783764CD5FC365640280
37F2C8206E962097C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1D
0C85E2F8BF43AB

Received
98F057EEOCC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE
9000

// HMAC (DSK,DHE) = Extract (salt=DSK,DHE)

Sending
0085000E2097C3CF6C99EA9840D2E35F0AE684C97A2B4B68D5F8196C0C1D0OC8S
E2F8BF43AB

Received

98F057EEOCC6C17E27983B9C2019111AE1E440517863C803030877139C047BDE
9000
//98F057EEQ0CC6C17E27983B9C2019111AE1E440517863C803030877139C047BD
// Derive-Secret Early(ESK,"c e traffic", O0s)

Sending
00850002382023499E7EDFOFBE6BAAL137DFOF23BECAEFA722AD19FC262855409
DEBCD8B3C89716002011746C7331332063206520747261666669630001
Received
0738A2B6F6FAA2AFS5CDDIB6F0F2B232F19B3256A5926EAC600B911F91E98D2D4
9000

// Derive-Secret (ESK,"c e traffic", 0s)

Sending

0085000B03002000

Received
0738A2B6F6FAA2AF5CDDIB6FO0F2B232F19B3256A5926EAC600B911F91E98D2D4
9000
//0738A2B6F6FAA2AFSCDDIB6FOF2B232F19B3256A5926EAC600B911F91E98D2D4
// Derive-Secret (ESK,"e exp master", O0s)

Sending
00850002392023499E7EDFOFBE6BAAL37DFOF23BECAEFA722AD19FC262855409
DE8CD8B3C89717002012746C733133206520657870206D61737465720001
Received
9B7FC6A8F854C16A301DFC566859931DB5SEE9A22793142A0C67159C445E7BEAB
9000

// Derive-Secret (ESK,"e exp master", 0s)

Sending

0085010B03002000

Received
9B7FC6A8F854C16A301DFC566859931DBSEEOA22793142A0C67159C445E7BEAB
9000

// 9BTFC6A8F854C16A301DFC566859931DB5EE9A22793142A0C67159C445E7REAR

// Extract (DSK,DHE) = HMAC (DSK, DHE)

Sending
008500022320E8E7AC087158FC8440E41A12989F9194783764CD5FC365640280
37F2C8206E960100

Received

7092C2117D67E6AEBSCS5FDESE6DICTOFBDC69B374E914C26AB08A122483D0ET3
9000

// HMAC (DSK,DHE) = Extract (salt=DSK, DHE)

Sending

0085000E0100

Received
7092C2117D67E6AEBS5CS5FDF5E6DIC70FBDC69B374E914C26AB08A122483D0E73
9000
//7092C2117D67E6AEB5C5FDF5E6D9C70FBDC69B374E914C26AB08A122483D0E73

// HMAC (feBSK,data) = HMAC (feBSK, 0s)

Sending
008500022320FCA24690D17DDE3F727D29D2186A5F83E1AEBD4889A484179313
9168A65BFCB00100

Received

3E015D850B89C2470D4C49D4BD8ET7C76F2B74175DDD85F393569315DA15480A4
9000

// HMAC (feBSK, Os)

Sending

0085000C0100

Received
3E015D850B89C2470D4C49D4BD8E7C76F2B74175DDD85F393569315DA15480A4
9000
//3E015D850B89C2470D4C49D4BD8ET7CT76F2B74175DDD85F393569315DA15480A4
// ESK= Extract (0, IKM)

Sending
0085000A230100200102030405060708090A0BOCOD0OEOF101112131415161718
191A1B1C1DI1ELF20

Received
23499E7EDFOFBE6BAA137DFOF23BECAEFA722AD19FC262855409DE8CD8RB3C897
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9000
//23499E7EDFOFBE6BAAL137DFOF23BECAEFAT722AD19FC262855409DE8CD8B3C897 ES

Time: 2910 ms

3.4 test_apdu_cert

/T=0

// select

00 A4 04 00 06 01 02 03 04 05 00
//ADM

0020 0001 08 30 30 30 30 30 30 30 30

// clear key3

0081 0003 00

// init curve key=3, P2=FF=>SECP256kl

0089 FFO3 00

// set PrivKey

0088 0703 20 S5CDEE66CAEDE933ADDOCA894393480A076431FCA3EE6ACOABELI129CESF794120
// set PubKey

0088 0603 41
046099836D971593AAA2C1C32B6DBI9EF9521041795E21CF1E7511DF3BD358F97DF358B33A875E359CBE236163D6DBA
EDFEC6C9393522C7EBC25A7CC85E1F0A7D67

// Write Cert + Autosign

00 8F FF 03 00

// Read Cert

00 8E 00 00 40

// Read App Public Key

00 84 06 FE 65

// SIGN with APP PubKey P2=FE, P1=00 (RAW) P1=21 SHA256

00 80 21 FE 02 12 34

00 80 00 FE 20 1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Loading script test apdu cert.txt

// select

Sending

00A4040006010203040500

Received

9000

//ADM

Sending

00200001083030303030303030

Received

9000

// clear key3

Sending

0081000300

Received

9000

// init curve key=3, P2=FF=>SECP256kl
Sending

0089FF0300

Received

9000

// set PrivKey

Sending
00880703205CDEE66CAEDE933ADDOCA894393480A076431FCA3EE6GACIABELL29
CES5F794120

Received

9000

// set PubKey

Sending
0088060341046099836D971593AAA2C1C32B6DBI9EF9521041795E21CF1E7511D
F3BD358F97DF358B33A875E359CBE236163D6DBAEDFEC6C9393522C7EBC25A7C
C85E1FOA7D67

Received

9000

// Write Cert + Autosign

Sending

008FFF0300

Received

9000

// Read Cert
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Sending

008E000040

Received
A3262715E0CF539CDA43ABF4B3E3DEAL17B343445C6B8866CT7TA90F416D6187257
0258961EBOAO045A2514B1A73F3963559315D6404CFAA93F1DF8B028ABFDEE673
9000

// Read App Public Key

Sending

008406FE65

Received
0041045C4D07497E0F6C09812EF9AS5E1F53A247742BC028D19EECFA45C3C0C2D
5B40D6097A06E2EF102A0E238DF84FC15C265625D43B5058A5F61A378CB670B6
C9296E9000

// SIGN with APP PubKey P2=FE, P1=00 (RAW) P1=21 SHA256

Sending

008021FE021234

Received
0046304402200F60FC9F463AD669B212A0A6AED1881E8BECFD416B47063BD1955
2D60B44262C002207A1FB60C5BED88335CCFFC177E7E21EA8FEF5816BDE739DB
COC4F7C6329DD6C29000

Sending
008000FE201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF

Received
0046304402203BDC6F7F221A1DE6FIC5E7CE69759C1D3EA37C59621A223AAED4
ECF8F2F820D20220128A6703C3ED51C0261E0B17760C1115882FE54539E8C253
2F51B72263303D749000

Time: 656 ms

3.5 test_apdu_rsa

/T=0

// select

00 A4 04 00 06 01 02 03 04 05 00
// Admun PIN

00 20 00 01 08 30 30 30 30 30 30 30 30
//STATUS

//332E3030 F70A 1030 08CO 9000
00 87 00 00 00

// CLEAR RSA 0

00 81 00 20 00

// GEN RSA 0

00 82 00 20 00

// get key

00 84 00 20 00

00 84 01 20 00

00 84 02 20 00

00 84 03 20 00

00 84 04 20 00

00 84 05 20 00

00 84 06 20 00

// Sign
00 80 00 20 20 1234567890ABCDEF 1234567890ABCDEF 1234567890ABCDEF 1234567890ABCDEF

// CLEAR RSA 0
00 81 00 20 00
// GEN RSA 0
00 82 00 20 00
// get key

00 84 00 20 00
00 84 01 20 00
00 84 02 20 00
00 84 03 20 00
00 84 04 20 00
00 84 05 20 00
00 84 06 20 00

00 81 00 20 00

// B, Q, DP1, DQl, PQ

00 8C 00 20 80
A6DBBA1977E559876A3F42A1AFFDS57AA1F402404E22BA17523E4F2729D3145DFBCDE29431A774C30DE6D09CD8DE829
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9F1355CFEEC9A3824711C1F3E4B3FFCE02668DEF4CAS5085873E10C59C2E68074C208A04297CE081F56679E09231970
D303A56238F7ABFOCB2E09B8BFIA51346EEE3D90A3E2346B83A1D3ED00FFCD36AF6F

00 8C 00 30 80
FE9644F0A6D0EF464238F38B53AF907474C5B12FE637E0095851F17AB1FEA9BDOC745AE43BAEB0664969C2E5B09121
DC07D72235679CE7B36BB50AF74B2258724CESD4E15F7EAE9D7A21F398EF1634606504B842A6076D6E0CDIB04A3EOL
16063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATEB35DEAORT

00 8C 00 40 80
8288C6F001B1F4F651122848616BAA5736977186DFELIO0E309BE21221C403B60C30AF044CBOBIBF6B43B6BDC2875C2B
037D96D65292804DFCD7518A41D2E73DFCF6COF6F958EA4C786B08C4780AE757702C5B637D6AFB43B8CEDAFD7EEDFA
2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECESLS

00 8C 00 50 80
1AD2C856B6ACC2D91B3716E9F21A48550CCCIB7BI97CFFICDC725DC7F8A3054D5603A863EDA9DD2A19C80BE1ID975A1
24A6AAD30EDF68D7BCBEB7677D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B3E8743
E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07

00 8C 00 60 80
7EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE45EE290757E68D7F5FBFEDDS3E7B357
C435DA908D3C5250F5842BD3178DE39C063D1BOE01B094537FASASESABSEOABBSESEQ96A517690DCE42F0E0C5245AD
052E880B6BCEAE6B6EODB4C387280D2C7EAA826F1BA91CC5370D46E138E5C91860D5

// MODULO, PublicExponent

00 8C A5 00 FF
EFF4538809B418COFB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E230590DD54C2E2A5BCE4C1FOF48F716D95
B43A0E9AFB6D4F3E1ICF4CB8F2C7DOD10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6BFCABAT
0AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253B35C96213C75B54E696DA2ESA086
10698D3D4A702DEEGDESBA450DD82BD5120C33732858EF5F0CFF7CEFA571167EFFDES17EBS8F48E1A477582A1F3DCES
A6BDE2ESFFF7569BB8B29223ADE10BF6D0D1IC4B1AECB42EDBS5DIBAFESC02F1CB7TE2F3A346D11E29D6DB48D3CBEF621
F83525296EE3B29D102FB9703EBF50F7E929AF59

00 8C 00 10 03 01 00 01

//

00 84 02 20 00

00 84 03 20 00

00 84 04 20 00

00 84 05 20 00

00 84 06 20 00

00 84 00 20 00

00 84 01 20 00

// Sign
00 80 00 20 20 1234567890ABCDEF 1234567890ABCDEF 1234567890ABCDEF 1234567890ABCDEF

// /0

Loading script test apdu rsa.txt

// select

Sending

00A4040006010203040500

Received

9000

// Admun PIN

Sending

00200001083030303030303030

Received

9000

//STATUS

//332E3030 F70A 1030 08CO 9000

Sending

0087000000

Received

332E3033F70B103005909000

// CLEAR RSA 0

Sending

0081002000

Received

9000

// GEN RSA 0

Sending

0082002000

Received

9000

// get key

Sending

0084002000

Received
A15FASCAB4E8567E9F079C2D0705F3AFC785C9EES829092B0B407CC955A068D7
4928A84BDA6GE1FCE2D957AE60F01CD3F5A2949719468FAFB01411393446C8167
FC42A92FF6AB4586C5142EEEAS3E6A6E2305B219E862B6CODEA323352F8D4C28
9B2C2AESBBA4780ACA9A016E2EA78F55CC275F94EE1A920F0D3670FA70A2CBSF
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92B8D4A132847159E51AB11F6913050A014ECA6C268E81288E108F8636A00F75
AAT7D95CD63D5799FBR052738DB794A054143DF5073C3FFBEICD6OAFF3269EE7089
86E5885928D589581A993C0577369221A1C1D4E40D1EO737B8ES84A3425BA42FE
AD02026889E790025626F353CB1DCA95C4E18AF7DDIB3D7C51A268E4B0AT72305
9000

Sending

0084012000

Received

0100019000

Sending

0084022000

Received
AFD98008A26C18007CF4890B37720EB801286D82BC96515131E79576DC787DC5
FE63C1C6FE3541ES5BFEFBC3DFDE81070CF8675910E430C29F57BB1EBDDA3150E
D4882E88780C89448B6E1975991A225E91EBFF820AF95AC4955A58C30C17517D
DEAAA65909E03D277D9428113B76246398A8177ADFA4943AES5E4980D2EEA97CB
9000

Sending

0084032000

Received
EAEDOF252DE0143C91F014A8DEF630CA2C35E0D862275069B367D9CE78C4B1CC
F1822BE51381A3EBCBD6B967724EB021697A2D1C322E3295BAB2D8A73E7B3EBF
1FD3DB952798AEA2C6E3755DEDS3F31F2A5499286850D5BBCOAE34A1DBCAT7423
565E49ED68F2C8DDD143E905E5E4EF890CC8242220A6260949C10578406FB66F
9000

Sending

0084042000

Received
4304COBO09BEEA92DD0OC91624DFAS5133BD753BEF549271616184A2490F937853
CA3518B80F501AD246094713D53DE96E2519589B34F546A083276652BF409518
F6D503EF0CD9B2430664AA9D50014EDIFE091472EASDC8431DACB62177ED3728
A281252ECFFDBF30DAC26956CFF3A1C0OB780709A6ABBIDA6A8D12B45F2F88368B
9000

Sending

0084052000

Received
421D6D41BD636ECE8D13CFFCAGA30AA01IB491E7A474561301E397FE6CTBE337B
C60C286653D30C5AF406FE2ECADOB268F4D25997B1D7A68CD4FA3856F9129E5A
138F00213DFF8E46694AE26108C5B38A75D351373A0465E26D1B99DC638ADAIC
875609E032C5011ACC261C92785CB1BD1447CF437B84C6F79E36205FF3627D29
9000

Sending

0084062000

Received
AE35F4CCE2816C4EBFFB7B6DF18323A20AF41F47BC27C468178B73F892FF9AES
4BBA44BEO89FF3FA1B85A00380DFB0594A210E9962E4CC38FCB81F55863573F7
DDBE53218745A10D996C33EDLIF30F7D977952A132DC2AC61C40095C596A6941B
0OB20CF7D7D5C1FE4700B283739F22C7589EA8EDFC69657CD8CD480115DB795C2
9000

//

// Sign

Sending
00800020201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF

Received
800A532A3512AC42ATEG66A39459B7B295FDF9A6D29B4046226FE98322DEFC167
DDAB0339E6805C1ED6623FA2F3935D01DID8ES8FF4846DC6577428RA9995F2413
739AB1074D393D47624D9FD7EE90D062C93182726B1A23EE487829B3FF9856D7
96BB6352487C3DF69D4447FC4797FCA38E3DA3C65DCESB6286F88E4457A7ACDA
E6701C6BB21FE1IE5572DE1CD430AEAOCT709C98F421152C303D85DFAOEB40CS5D7
19FE1BECD8302623399306B4B38A942ACC135F5ABCIEDIFBBD37C676DCD777C6
7F90BAD4284D0C47CF951952440B408B28486366C050F112948ACABE7077BB34
43006F8726A475F8278B6731DED055498ADCD293B24FAD3A50A83C9889FD5C92
9000

//

// CLEAR RSA 0

Sending

0081002000

Received

9000

// GEN RSA 0O

Sending

0082002000

Received

9000

// get key

Sending
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0084002000

Received
A537157C2609E026AEBF374DDDB1C7734FB17214B3C2742F1384BB96F4F00536
CO08903A85CDFA28F1A6F6D61898323BD1CC944C3A48E0D4AEE1IE0866125C8C27
3C173134AD45D09E4C513E47CDD13ECDB18FA2C1I53D5EAFF1IBAF38815CT7FCE6GC
3941B5C82BA8B0A282A5B96A2614566446A5CBE90405D97560F6BA994FECTAET 3
CEA9927E7B429ACE3BI9BCC83F7B1CI9CT7TBF7920DF80E57C6361C86DF7C9668542
EC608A86C96148BF40ADC7557FE7E05767183F59D2404080B910F58170B309DD
58A3FFC39C960DE85573EDA7BFD4E41556BBESOBI16EB65SAFBFEC91FD4ACLIET7AQ
AT780E107CF524053156772EDBA777BBOCFA182D0BCDADE787CC204B95CB492AD
9000

Sending

0084012000

Received

0100019000

Sending

0084022000

Received
A944F36A43AEA9EBFBBE003164E14C528A27984B41FA6AA6735397A0A0D8DCS1
1883C13C16845350C69F62258D98CCOCIC3DA1482E63144C24BED36F1FEOBB4A
0A2AE166740C69A2CC33D65535012F40251108BCBODOC7EDIFF5D293E0378BB1
D6DBCB297C26AC29A37A6F8C20A29157777DFO0DB1A459BF1A31460679C40842B
9000

Sending

0084032000

Received
FI9DE5920DE0945R760373ADE2841350DBA247A40F1E6DEE3F2B6A00EC94330DB
19BA96DBBF3CDBB25BC545E3F1BO0OBO0OF3EC775577823501B03484EE95951253
7BF7489B40957E9DEFF48BBBA416CF8E8997B534E8DA51769331990DD84962C0
F5426C4050EBDFF783D3E640A7A9C1913427C97D5594409CD802EC84FE3CAQ087
9000

Sending

0084042000

Received
4A3D7BA577DOFRIBRBCOE3177788F78321B76124DAFBA6D5C63E89DF04D9BCFEFCS
A1C2E7D5BAEATEC046DD50E6B79BF4A2F343F4A0FBF768C79CB63575DFBD6967
A7DDF6CE40C7DOEDIE32FE269100DC007E41625BA011721EBEBLICA92211D3BIOF
DC64BA4E8SFAD46855CB62E867F29CE2556BB5E103BODICBFF68ED1I59A0268BD1
9000

Sending

0084052000

Received
BD56D49908476471C151F8A4B142402E87B7EE7FDAOE4525DC1CB10AA34DEBEE
8AFF8E233435AC90E9E381C369B8298E6E4TE861762ECF75D90CE3125B7CDBAT
314FBFDOOD4F7AE3B919C8ECC63996CBFECDSBBDID1I91A13CD140F53A36A708F
A109D537A35A299BC864409D0BAFA20322CF676A36F82141F899B69A4C80AAGE
9000

Sending

0084062000

Received
394295313F2DD5A851FEF63165B7566677964998B60FDD378AA3FBB74F575262
86D78A331807071FOEEOAE8DB293CDI9DA0OSA2A8CAD3046EE67183551F59B5RCD
CB4BC23BODFA9361AD5891BE143F869149136B4E1A4192B8AC3AC490848445A2
DB6CC3C8A45D67151FA9A0064A4652455EA6F85C66147EC2E1AL13485F01F38E2
9000

//

Sending

0081002000

Received

9000

// P, Q, DP1, DQ1, PQ

Sending
008C002080A6DBBA1977E559876A3F42A1AFFDS57AALF402494E22BA17523E4F2
729D3145DFBCDE29431A774C30DE6D09CD8DF8299F1355CFEEC9A3824711C1F3
E4B3FFCE02668DEFACA5085873E10C59C2E68074C208A04297CE081F56679E09
231970D303A56238F7ABFOCB2EO9BSBFOA51346EEE3DO0A3E2346B83A1D3EDOO
FFCD36AF6F

Received

9000

Sending
008CO03080FE9644F0A6D0EF464238F38B53AF907474C5B12FE637E0095851F1
7AB1FEA9BDI9C745AE43BAEB0664969C2E5B09121DC07D72235679CE7B36BB50A
F74B2258724CE5D4E15F7EAE9D7A21F398EF1634606504B842A6076D6E0CDIB0O
4A3E0116063EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAAT
EB35DEA9B7

Received

9000
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Sending
008C0040808288C6F001B1F4F651122848616BAA5736977186DFELIOE309BE212
21C403B60C30AF044CBOBI9BF6B43B6BDC2875C2B037D96D65292804DFCD7518A
41D2E73DFCF6COF6F958EA4CT786B08C4780AE757702C5B637D6AFB43B8CEDAFD
7TEEDFA2BBA607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E30
57EDECE815

Received

9000

Sending
008C0050801AD2C856B6ACC2D91B3716E9F21A48550CCCI9BT7BI97CFFICDCT725D
C7F8A3054D5603A863EDA9DD2A19C80BE1ID975A124A6AAD30EDF68D7BCBEB767
7D60AC30B77244B0E642027DF157A1E62191E73C0380013C4CC1637CF320657B
3E8743E4072A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C2
7774C88E07

Received

9000

Sending
008C0060807EE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8
032C5E1DE45EE290757E68D7F5FBFEDDS3E7B357C435DA908D3C5250F5842BD3
178DE39C063D1BOEO1IBO94537FASASESABSEOABBSESE996A517690DCE42F0EOC
5245AD052E880B6BCEAEGBG6EIDB4C387280D2C7TEAA826F1BA91CC5370D46E138
E5C91860D5

Received

9000

// MODULO, PublicExponent

Sending
008CAS00FFEFF4538809B418C9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705
933D3E230590DD54C2E2A5BCE4ACIFO0F48F716D95B43A0E9AFB6D4F3E1CFACBSE
2C7D9D10E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6B
FC4B470AF36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECA
F8CB9253BR35C96213C75B54E696DA2E8A08610698D3D4A702DEE6DESBA450DD8
2BD5120C33732858EFS5FOCFF7CEFAS71167EFFDES17EB8F48E1A477582A1F3DC
E5A6BDE2ESFFF7569BB8B29223ADE10BF6D0OD1IC4B1AECB42EDBSDIB4FESCO2FL
CB7E2F3A346D11E29D6DB48D3CBEF621F83525296EE3B29D102FB9703EBF50F7
E929AF59

Received

9000

Sending

008C001003010001

Received

9000

//

Sending

0084022000

Received
A6DBBA1977E559876A3F42A1AFFDS7AALIF402494E22BA17523E4F2729D3145DF
BCDE29431A774C30DE6D09CD8DF8299F1355CFEEC9A3824711C1F3E4B3FFCEQ2
668DEFACA5085873E10C59C2E68074C208A04297CE081F56679E09231970D303
A56238F7ABFOCB2EO9B8BFI9A51346EEE3DO0A3E2346B83A1D3EDOOFFCD36AF6E
9000

Sending

0084032000

Received
FE9644F0A6DOEF464238F38B53AF907474C5B12FE637E0095851F17AB1FEA9BD
9C745AE43BAEB0664969C2E5B09121DC07D72235679CE7B36BB50AF74B225872
4CE5D4E15F7EAE9D7A21F398EF1634606504B842A6076D6E0CDI9B04A3E011606
3EBC3F949324849B2409CD428D2D68959CA4C231D76FC16BB6AAATER35DEAIBY
9000

Sending

0084042000

Received
8288C6F001B1F4F651122848616BAA5736977186DFE10E309BE21221C403B60C
30AF044CBOB9BF6B43B6BDC2875C2B037D96D65292804DFCD7518A41D2E73DFC
F6COF6F958EA4CT786B08C4780AE757702C5B637D6AFB43B8CEDAFD/EEDFA2RBBA
607994E37D29A569E0C51D6FD63354CD2070B524D3A98092EB3E3057EDECE81S
9000

Sending

0084052000

Received
1AD2C856B6ACC2D91B3716E9F21A48550CCCI9B7BO97CFFOCDC725DC7F8A3054D
5603A863EDA9DD2A19C80BE1D975A124A6AAD30EDF68D7BCBEB7677D60AC30B7
7244BOE642027DF157A1E62191E73C0380013C4CC1637CF320657B3E8743E407
2A6AF923F550DEABDDE32E7E3993B4363737E0C21199D3BE3E93C27774C88E07
9000

Sending

0084062000

Received
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7TEE0068F1F40563006B86799780B5B3E0ADF9243DA2A51FE854CF8032C5E1DE4
5EE290757E68D7F5FBFEDD53E7B357C435DA908D3C5250F5842BD3178DE39C06
3D1BOEO1B094537FASASE8ABSEOABBSESE996A517690DCE42FO0EQOC5245AD052E
880B6BCEAE6BG6E9DB4C387280D2C7EAA826F1BA91CC5370D46E138E5C91860D5
9000

Sending

0084002000

Received
AS5EFF4538809B418C9FB7D6EFC8E6528CFA3DAF500B992D7F8CED705933D3E23
0590DD54C2E2A5BCE4ACIFO0F48F716D95B43A0E9AFB6D4F3E1CFACB8F2CT7D9D10
E27104A89817419296E93D6FF1D6B9900CC8D7C82D5653C446762C6BFC4B470A
F36D6B997C9D272D0F62AB698997F4433B5226C6E804B13202108ECAF8CB9253
B35C96213C75B54E696DA2E8A08610698D3D4A702DEE6DESBA450DD82BD5120C
33732858EF5F0CFF/7CEFAS71167EFFDES17EB8F48E1A477582A1F3DCESA6BDE2
ESFFF7569BB8B29223ADE10BF6D0D1IC4B1AECB42EDBSDI9B4FESCO2F1CB7E2F3A
346D11E29D6DB48D3CBEF621F83525296EE3B29D102FB9703EBF50F7E929AF59
9000

Sending

0084012000

Received

0100019000

//

// Sign

Sending
00800020201234567890ABCDEF1234567890ABCDEF1234567890ABCDEF123456
7890ABCDEF

Received
403B383E773512176786574CE741AD51133E9AC5866E7CFE7A3DBE47453E0095
DCOC505DC004FA8445B2AA96DD1EO4EDIDED4CC681B13BB1D7A2A8A246EA1RB63
598ECFBF593A3F508AA55F37E4B1F91DEECE3EACI019E1DS542CDFEQ03247C3F04
90A8D39E1EF7A3D443B6A9B3535A2B7B7DA9978109BFECB4ACDO5SF45ED52C0001
B961D2C706B7F3710863DED1F1241399C08C09209B760AA596605BD9446040BF
3D8C7E8187C659A47415724BC6311E859CDFACD7AOE6FDA9D453172975101270
EBAB183E251510DD8A0A5D54BE9B4414F171BD1IAF111292A38C06ED841B7F5F6
182FC54A512CFD15810E6BAF17525865F3D0D8771522235F887C7BD7503C5CB8
9000

//

Time: 9122 ms

3.6 test_apdu_connect

// Select

00A4040006010203040500

// ADM PIN

00200001083030303030303030

// TEST DH

00DA0001206400FFBEDDCC892726FE239EA1A114BA4F35E713197FDA3708518EECA42679F8

// TEST_PK

00DA000241
040B5A6EC31366D6FC7ACB5COEGEF15335D4DE88B04A5SE4CE493E6B8FFB46B243F3261FAB90AAL41ASFE646410204F
EA2DC45823710AE71606A38D2E42A7D574FF

// TEST RND

00DA0003203e098dc904020111cfel80cdf3a9d699e7e3b22599f4£9793a06bal24827c475

//

// ClientTx: iv: 92A398153F423ADE29339CB8 key: D6EDC4AA3F50F38B2816A99DD162D935

// ClientRx: iv: 48E08797688ED8C99555434F key: 52A45CC9319E594B58D47BE5208CF86D

//

// AESCCM Decrypt

0085050639 D6EDC4AA3F50F38B2816A99DD162D935 92A398153F423ADE29339CB8 1703030018
03e21dc525c8c10603a54badbl163a0c37933ae36158be33a

// 1703030018 474554202F0DOA17 9000 "GET /CrLf"

// AESCCM Encrypt

0085050648 52A45CC9319E594B58D47BES5208CF86D 48E08797688ED8C99555434F 1703030027
a69ec5fb37e335aaal37f4ef45e67d27daac7d8117e801ffeefb74d0b232970b5c3593ddbd6lbdc

// 1703030027 49206865617220796F75206661207368697A7A6C6521 17 9000 "I hear you fa shizzle!"
// AESCCM Encrypt

0085050527 D6EDC4AA3F50F38B2816A99DD162D935 92A398153F423ADE29339CB8 1703030016 3F30300D0OA 17
//1703030016 7B9779E800D280903191436413CE3COD665A5F1DC73A 9000

// AESCCM Decrypt

008505064C 52A45CC9319E594B58D47BES5208CF86D 48E08797688ED8C99555434F 170303002B
AACACS5FB24E567A6BF7E4EF95A3ED261ACCFC75D288F384C49D040BD2B46EFBIB288CEB2306E447B2E6798
//170303002B 45746865727472757374206B657973746F726520332E3033 0DOA 17 "Ethertrust keystore
3.03CrLEf"

// Clear Key3 P2=KeyIndex
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0081000300

// init curve #1 = SECP256vl key3

0089000300

// KeyPriv Client #3

00880703 20 E26374EBEDD02F6473918C2B645055E1AF3F174D7746301AEA63690E6900D554

// KeyPub Client #3

00880603 41
040B5A6EC31366D6FC7ACB5COEGEF15335D4DE88B04ASE4CE493E6B8FFB46B243F3261FAB90AAL141ASFE646410204F
EA2DC45823710AE71606A38D2E42A7D574FF

// TEST DHE (KeyPub Server)

008A0003 41
049205p4£3d7d7293c965d253edec44adc4e%9af719d23502¢c58d661a04e562769613al5fe3ccbec2364c268bdd02dll
eelcf49claffbc2feb902e9724b650eefe8c

// set PSK2...

// 0085FF0A230100200102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1IELIF20
// reset tls

00D8000000

// ClientHello
00D800012016030101210100011D0303505B562E5ADC969EE305C92B85D2CBES5380938079A
00D800002099F16FFATEO9D9607E47682025C41720E154AF5D6ATAA4742701C898C1FD8ID2
00D80000202206D4D3954C01D87B45290F0004130400FF010000D0000B000403000102000A
00D80000200004000200170016000000170000000D001E001C040305030603080708080809
00D8000020080A080B080408050806040105010601002B0003020304002D00020101003300
00D800002047004500170041049205B4F3D7D7293C965D253EDEC44ADC4E9AF719D23502C5
00D80000208D661A04ES562769613A15FE3CCBC2364C268BDD02D11EEOCF49C1AFFBC2FEBY0
00D80000102E9724B650EEFE8C0029003A0015000F
00D8000020436C69656E745F6964656E746974790000000000212016692C350E8CD52EE726
00D801021602357509DFCEFDELF6B69106C34A9B2BE575935B732E

// 00C0000010

00C000001C

00C000003A

// CCS (optional)

00D8000306140303000101

// Client Finished

// Tx: "?200CrLf"
00D800033A1703030035cfddc75£c39b3a537b257744856c22d£99d1e3e09065828e56759f9fadlebb8adec085e630
2a6fb8d4beaead7503574690745£9£07

// Rx: "Ethertrust keystore 3.03CrLf"

00D800031B 1703030016 7B9779E800D280903191436413CE3C0D665A5F1DC73A

//170303002B
AACACSFB24E567A6BF7E4AEF95A3ED261ACCFC75D288F384C49D040BD2B46EFBIB288CER2306E447B2E6798 9000

Loading script script.txt

// Select

Sending

00A4040006010203040500

Received

9000

// ADM PIN

Sending

00200001083030303030303030

Received

9000

// TEST DH

Sending
00DA0001206400FFBEDDCC892726FE239EAIA114BA4F35E713197FDA3708518E
ECA42679F8

Received

9000

// TEST PK

Sending
00DAO00241040B5A6EC31366D6FC7ACBSCOEGEF15335D4DEB8B04ASE4A4CE493E6
B8FFB46B243F3261FAB90AA141A5FE646410204FEA2DC45823710AE71606A38D
2E42AT7D574FF

Received

9000

// TEST RND

Sending
00DAOO03203E098DC904020111CFE180CDF3A9D699E7E3B22599F4F9793A06BA
124827C475

Received

9000

//

// ClientTx: iv: 92A398153F423ADE29339CB8 key: D6EDC4AA3F50F38B2816A99DD162D935
// ClientRx: iv: 48E08797688ED8C99555434F key: 52A45CC9319E594B58D47BE5208CF86D
//
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// AESCCM Decrypt

Sending
0085050639D6EDC4AA3F50F38B2816A99DD162D93592A398153F423ADE29339C
B8170303001803E21DC525C8C10603A54BADB163A0C37933AE36158BE33A
Received

1703030018474554202F0D0A179000

// 1703030018 474554202F0D0A17 9000 "GET /CrLf"

// AESCCM Encrypt

Sending
008505064852A45CC9319E594B58D47BE5208CF86D48E08797688ED8C9955543
4F1703030027A69ECS5FB37E335AAA37F4EF45E67D27DAACTD8117ES80LFFEEFB7
4D0B232970B5C3593DDBD61BDC

Received
170303002749206865617220796F75206661207368697A7TA6C6521179000

// 1703030027 49206865617220796F75206661207368697A7A6C6521 17 9000 "I hear you fa shizzle!"
// AESCCM Encrypt

Sending
0085050527D6EDC4AA3F50F38B2816A99DD162D93592A398153F423ADE29339C
B817030300163F30300D0A17

Received
17030300167B9779E800D280903191436413CE3C0O0D665A5F1DC73A9000
//1703030016 7B9779E800D280903191436413CE3COD665A5F1DC73A 9000
// AESCCM Decrypt

Sending
008505064C52A45CC9319E594B58D47BE5208CF86D48E08797688ED8C9955543
4F170303002BAACACSFB24E567A6BF7E4EF95A3ED261ACCEFC75D288F384C49D0
40BD2B46EFBI9B288CEB2306E447B2E6798

Received
170303002B45746865727472757374206B657973746F726520332E30330D0A17
9000

//170303002B 45746865727472757374206B657973746F726520332E3033 ODOA 17 "Ethertrust keystore
3.03CrLE"

// Clear Key3 P2=KeyIndex

Sending

0081000300

Received

9000

// init curve #1 = SECP256v1l key3

Sending

0089000300

Received

9000

// KeyPriv Client #3

Sending
0088070320E26374EBEDD02F6473918C2B645055E1AF3F174D7746301AEA6369
0E6900D554

Received

9000

// KeyPub Client #3

Sending
0088060341040B5A6EC31366D6FC7ACBS5COEGEF15335D4DE88B04ASE4CE493E6
B8FFB46B243F3261FAB90AA141A5FE646410204FEA2DC45823710AE71606A38D
2E42A7D574FF

Received

9000

// TEST DHE (KeyPub Server)

Sending
008A000341049205B4F3D7D7293C965D253EDEC44ADC4E9AF719D23502C58D66
1A04E562769613A15FE3CCBC2364C268BDD02D11EEOCF49C1AFFBC2FEB902E97
24B650EEFES8C

Received
6400FFBEDDCC892726FE239EA1A114BA4F35E713197FDA3708518EECA42679F8
9000

// set PSK2...

// 0085FF0A230100200102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F20
// reset tls

Sending

00D8000000

Received

9000

// ClientHello

Sending
00D800012016030101210100011D0303505B562E5ADCI969EE305C92B85D2CBES
380938079A

Received

9000

Sending
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00D800002099F16FFATEO9D9607E47682025C41720E154AF5D6ATAA4742701C8
98C1FD89D2

Received

9000

Sending
00D80000202206D4D3954C01D87B45290F0004130400FF010000D0000B0O00403
000102000A

Received

9000

Sending
00D80000200004000200170016000000170000000D001E001C04030503060308
0708080809

Received

9000

Sending
00D8000020080A080B080408050806040105010601002B0003020304002D0002
0101003300

Received

9000

Sending
00D800002047004500170041049205B4F3D7D7293C965D253EDEC44ADCA4E9AFT
19D23502C5

Received

9000

Sending
00D80000208D661A04E562769613A15FE3CCBC2364C268BDD02D11EEOCF49C1A
FFBC2FEB90

Received

9000

Sending

00D80000102E9724B650EEFE8C0029003A0015000F

Received

9000

Sending
00D8000020436C69656E745F6964656E746974790000000000212016692C350E
8CD52EE726

Received

9000

Sending

00D801021602357509DFCEFDE1IF6B69106C34A9B2BES75935B732E

Received
16030300A10200009D03033E098DC904020111CFE180CDF3A9D699E7E3B22599
FA4F9793A06BA124827C4752025C41720E154AF5D6A7AA4742701C898C1FD89D2
2206D4D3954C01D87B45290F1304000055002900020000003300450017004104
OBSAGEC31366D6FC7ACBS5COEGEF15335D4DES8B04ASE4CE493E6B8FFB46B243F
3261FAB90AAI41A5FE646410204FEA2DC45823710AE71606A38D2E42A7D574FF
002B000203049F1C

// 00C0000010

Sending

0ocooo0001C

Received
1703030017715A3CD1ICF78078F0F27C26DE797DDO9FB55C7983BOE4B69F3A
Sending

00C000003A

Received
170303003570068C389205B036BD837F37AD2319DD3FFCOC3B59DFFFA74F7BBA
93B07154526086A490329DE746B02142D45713BC514A075242C39000

// CCS (optional)

Sending

00D8000306140303000101

Received

9000

// Client Finished

// Tx: "200CrLf"

Sending
00D800033A1703030035CFDDC75FC39B3A537B257744856C22DF99D1E3E09065
828E56759F9FA41E6BSADECO85E6302A6FB8D4BEAEAD7503574690745F9F07
Received

9001

// Rx: "Ethertrust keystore 3.03CrLf"

Sending
00D800031B17030300167B9779E800D280903191436413CE3C0OD665A5F1DC73A
Received
170303002BAACACS5FB24E567A6BF7E4EF95A3ED261ACCFC75D288F384C49D040
BD2B46EFB9B288CEB2306E447B2E67989000

//170303002B
AACACSFB24E567A6BF/E4AEF95A3ED261ACCFC75D288F384C49D040BD2B46EFBI9B288CEB2306E447B2E6798 9000
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Time: 1948 ms

72



4 Test RACS

4.1 Test_racs_openssl

@echo off

openssl s client -tlsl 2 -CAfile root.pem -connect 127.0.0.1:7777 -ciphersuites

TLS AES 128 GCM SHA256 -no_ticket -cert client.pem -key clientkey.pem -pass pass:pascal
PAUSE

CONNECTED (00000190)
Can't use SSL get servername
depth=1 C = FR, ST = France, L = Paris, O = EtherTrust, OU = Test, CN = Admin, emailAddress =
pascal.urien@ethertrust.com
verify return:1
depth=0 C = FR, ST = IleDeFrance, L = Paris, O = ethertrust.com, CN = Server
verify return:1
Certificate chain
0 s:C = FR, ST = IleDeFrance, L = Paris, O = ethertrust.com, CN = Server
i:C = FR, ST = France, L = Paris, O = EtherTrust, OU = Test, CN = Admin, emailAddress =
pascal.urien@ethertrust.com
1l s:C = FR, ST = France, L
pascal.urien@ethertrust.com
i:C = FR, ST = France, L = Paris, O = EtherTrust, OU = Test, CN = Admin, emailAddress =
pascal.urien@ethertrust.com

Paris, O = EtherTrust, OU = Test, CN = Admin, emailAddress =

Server certificate

MIIDfjCCAmagAwIBAgIJANOfJPKFOODLXMAOGCSgGSIb3DQEBCWUAMIGOMQswWCQYD
VOQOGEwWJGUJEPMAOGAIUECAWGRNIhbmN1MQ4wDAYDVQQOHDAVQYXJpczETMBEGALUE
CgwKRXR0ZXJUcnVzdDENMASGAL1UECWWEVGVzdDEOMAWGA1UEAWWFQWRtaW4xKjAo
BgkghkiGO9wOBCQEWG3Bhc2NhbC51cmllbkBl1dGhlcnRydXNOLmNvbTAgGFwOyNDEyY
MijMwODM1MzdaGA8yMTA3MDIxM]jA4MzUzN1owXTELMAKGALIUEBhMCR1 IXFDASBgNV
BAgMC01sZURIRnJhbmN1MQ4wDAYDVQQHDAVQYXJpczEXMBUGALUECgWOZXR0ZXJ0
cnVzdC5jb20xDzANBgNVBAMMBIN1cnZ1lcjCCASIwDQYJKoZIhvecNAQEBBQADggEP
ADCCAQOCggEBALXQsOHXWNAEgiORIkWmVK8g5VsIfphSLVyA3AJgcWoeiBnZDZMS
fpTYVAQcFov+ROEDDEvwIb51HHCKPWeJyZQ+K92p30ov3+8rukpMOah+M+yR3d/ 6B
8KmuDzUCMg9dfy+PVpLTrrloAibl4QU/0873sg2aSo9XTqTDuOC] IacRTqzi 7VKWM
Al1579gBIhHcfpMOdebRNZUYEZggp4br7aWkjNEXWmJI7Chip4D10YRyJjopYPODVPN
Qfn7KPKzgjTLTYGJhtfWoL2smej+JL+bsH3LBidii1v1lcOgXuKJRI4r20031DSPP
PkIVvC6cr9G6jTsglYBOUUTfczEWGT2HFikCAWEAAaMNMASWCQYDVROTBAIwWADAN
BgkghkiG9wOBAQSFAAOCAQEASNs131za/jwXKvc43HgUxhqr 9XAqfbNO/Vzx/MDn
t£541d5V7Y6+0bkz2Q239814znMzZ329/97+5A3dcOR50aXQv80nMY SNUXHeogNX7rA
GD1G82eFaUtTXsfjPH/SxYFksmAzW+iM7+Z15KDgieVplmkG7rgViYefDPmYLNmd
JXglcLb+ivgdPQrov9ZzDt+ZW450uS4bmCmAsxXWOFtr3ohvpeyewmB/FOHTMImz
OEFP0113Za2+rXvQQOAH3G+BQTYEkan+IC27PagqywuXpvKAPEdAOusoDNfgelzNnA
ukiNgKOHsgsmP3xkVITZcSNAvIgKI6kXuPY06CtzpFdb0A==

subject=C = FR, ST = IleDeFrance, L = Paris, O = ethertrust.com, CN = Server

issuer=C = FR, ST = France, L = Paris, O = EtherTrust, OU = Test, CN = Admin, emailAddress =
pascal.urien@ethertrust.com

No client certificate CA names sent
Client Certificate Types: RSA sign, DSA sign, ECDSA sign
Requested Signature Algorithms:
RSA+SHA512:DSA+SHAS512 : ECDSA+SHAS512 : RSA+SHA384 : DSA+SHA384 : ECDSA+SHA384 : RSA+SHA256 : DSA+SHA256:EC
DSA+SHA256 :RSA+SHA224 :DSA+SHA224 : ECDSA+SHA224 : RSA+SHA1 : DSA+SHAL : ECDSA+SHAL
Shared Requested Signature Algorithms:
RSA+SHA512:DSA+SHAS512 : ECDSA+SHAS512 : RSA+SHA384 : DSA+SHA384 : ECDSA+SHA384 : RSA+SHA256 : DSA+SHA256:EC
DSA+SHA256 :RSA+SHA224 : DSA+SHA224 : ECDSA+SHA224 : RSA+SHA1 : DSA+SHAL : ECDSA+SHAL
SSL handshake has read 2331 bytes and written 2920 bytes
Verification: OK
New, TLSv1.2, Cipher is AES128-GCM-SHA256
Server public key is 2048 bit
Secure Renegotiation IS supported
No ALPN negotiated
SSL-Session:
Protocol : TLSvl.2
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Cipher : AES128-GCM-SHA256

Session-ID: AF3DEF26230A0DA4A01A34BF308B232EDOS50F9E218C6C4DBB53AE9C962EA8279

Session-ID-ctx:

Master-Key:
665ECB23A3829B286C576B2FALO0BFOC8EFF1AES576C6176CB52C32F8670C46E259ADD64C0F1045AC39D31E016F6688
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PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1788183061

Timeout : 7200 (sec)

Verify return code: 0 (ok)

Extended master secret: no
BEGIN
LIST
END
BEGIN
+004 001 0 999
END
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